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HIPAA Phase 2 Audits 2016

From the Editor - Tim McHale
Welcome to the Fall issue of Best Practices, the newsletter focused on helping
physicians run their medical practices more effectively.
This issue includes articles that address a variety of topics including what to expect
during the second phase of the government’s HIPAA audits, finding the right
medical billing service for your practice, and improving your practice through the
adoption of new technologies.
The words “government audit” can send a chill down even the most fearless medical
professional’s spine. In the first article, “HIPAA Phase 2 Audits 2016,” we seek to take
the stress out of the audit process by making it more transparent. Being prepared and
knowing what to expect will help you get through the audit process quicker so that
you can get your focus back onto managing your practice. The second article, “10
Questions to Ask When Interviewing a Medical Billing Company,” provides helpful
advice on selecting the right medical billing service for your practice. Medical
billing services are of paramount importance to your practice and picking the right
one is crucial to maintaining both adequate cash flow and patient satisfaction. The
technological landscape is constantly changing and more and more aspects of the
medical profession are becoming computerized. The final article, “Medical Office
Technology,” discusses a number of new technologies your practice can implement
to become more efficient and remain on the cutting edge.

3340 Veterans Memorial
emorialHwy
Hwy,
Bohemia,
Bohemia,N.Y.
N.Y.11716
11716
631-582-1600
www.ceriniandassociates.com

We at Cerini & Associates are here to help with all of your accounting and business
needs. Please do not hesitate to contact us at (631) 582-1600 to speak with one of
our professionals. Together, we can make your practice great!
Sincerely,
Tim McHale, CPA
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Earlier this year (2016), the U.S. Department
of Education’s Office for Civil Rights (OCR)
alerted healthcare providers that the second phase
of HIPAA compliance audits would be taking
place during the year. The OCR has been under
significant pressure from the Office of the Inspector
General (OIG) after OIG officials indicated that the
OCR was not properly doing its job of proactively
auditing covered entities. It’s important to note that
in this phase of audits, the number of entities greatly
increased as small providers (practices with less
than 15 physicians) and healthcare organization’s
business associates (BA’s) are all being included.
BA’s are defined as contractors who need to see
protected health information (PHI) in order to
complete a task for the covered entity. Including
BA’s in the audit process will force providers to
ensure that their BA’s are complying with HIPAA
regulations as well.

requests must be satisfied within a 20-day period
and could require information to be collected from
as far back as six years.

In this phase of audits, the OCR will review the
policies and procedures adopted and employed
by covered entities and their business associates
to meet selected standards and implementation
specifications of the privacy, security, and breach
notification rules. The OCR has indicated that
these will predominantly be desk audits but that
there will be some on-site audits conducted as well.

More specifically, the OCR has indicated that they
will focus their attention on those areas that their
compliance investigations have historically found
to be lacking. Some of these areas include the
following:

The audit process starts with verification of an
entity’s address and contact information via an email
sent out by the OCR. The OCR is requesting that
this email be responded to in a timely manner. The
OCR will then transmit a pre-audit questionnaire to
gather data about the healthcare provider including
its size, type, and operations. This information
will then be used by the OCR to create an audit
subjects pool. Healthcare providers shouldn’t think
that by ignoring the OCR’s requests they won’t be
selected for audit. If the OCR sees that a healthcare
provider hasn’t responded to their inquiries, they
will use publically available information about that
organization in order to create its audit subjects
pool. If selected for audit, an organization will be
required to respond to a document request regarding
everything related to the organization’s HIPAA
privacy and security programs. These document

The types of information that will be examined
during these audits include, but are not limited to,
the following:
Notice of privacy practices
Patients’ rights to request privacy for PHI
Access of individuals to PHI
Administrative,
safeguards

physical,

and

technical

Uses and disclosures of PHI
Amendments to PHI
Requirements of the HIPAA Breach Notification
Rule

Existence of
assessment

an

adequate

security-risk

Existence of an adequate and approved
remediation plan
Existence of a properly documented training
program
Existence of adequate and easily available
policies and procedures for all staff and patients
It is the hope of the OCR that these audits will
improve industry awareness of compliance
obligations and enable them to better develop
technical aids related to areas identified in the
audits as being problem areas. Healthcare providers
should know that there are resources available to
assist them with the compliance process in order
to address their compliance needs so that their
encounter with the OCR, should it arise, is smooth
and successful.
Lisa Epstein, CPA
Director of Audit
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4.

Can you describe your pre-billing
claim review process?

Submission of clean claims can have dramatic
impact on cash-flow. A rigorous review of claims
before submission can eliminate rejections
and denials, both of which take time to resolve
ultimately impacting the cash flow of your practice.
Key elements of this review should include
eligibility verification, proper adherence to billing
regulations based on the service provided, proper
charge calculation (APG, fee schedule, etc.) and
proper payer determination.

WHEN INTERVIEWING A MEDICAL BILLING COMPANY

5.

Are claim submission, validation, and
remittances processed electronically?

To assure efficiency and accuracy claims should
be processed electronically via 837 claims
submissions, 999/277CA batch/claim validations,
and 835 claim remittances. Manual posting takes
additional time and is more error prone therefore
causing additional review to resolve these issues.

6.

1.

Can we see a demonstration of the
billing process, arrange a site visit
and contact existing customers that
are similar to our practice?

Due diligence is critical in assuring the billing
service company can clearly communicate and
demonstrate the process they will be implementing
on your behalf. Interviewing current clients will
confirm that the process they communicated
and demonstrated is actually what the client’s
experience is. Confirm that the client references
are the same type of providers as you are since
billing rules and regulations can vary and expertise
in the specific type of billing you will contract for
is critical. A site visit to the billing company is also
recommended when possible.

3
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2.

Is there transparency into all
aspects of the billing process being
performed on your behalf?

Transparency is a vital aspect of the billing service
relationship; it allows you to monitor the activity
being performed on your behalf. Client access to
the billing software should be a requirement so the
client can monitor the process.

3.

Describe how you reconcile between
the EMR and the Billing Process?

Lost revenue can occur when proper monitoring
of the interface between the documentation of
services in the EMR is not reconciled to the Billing
Process. The reconciliation should assure that all
billable services that are signed off in the EMR
have been staged in the billing software/process.

Can you describe your follow up
process around Denials, Open Claims,
and Proper Payment?

Assure that there are clear workflows that identify
and address all issues that are identified on the
claims. The workflows should also be sensitive to
the age of the claim to assure that claims do not age
out if not attended to in a timely manner.

7.

What is the process to communicate
and document issues identified by the
billing team?

As the billing team identifies issues that cannot be
addressed directly, there should be a mechanism to
escalate or direct the issue back to your practice.
Preferably the communication should be in
writing from within the billing software. This
prevents the need for spreadsheets, emails and
voicemails to communicate the issue and avoid
miscommunication.

8.

Describe the process around
coordination of benefits (i.e. crossover
to secondary and tertiary payers)?

Assure there are appropriate workflows and triggers
in the billing process to identify and process these
crossovers.

9.

Describe your policies around
adherence to billing rules and
regulations?

Adherence to all rules and regulations is critical in
the relationship. HIPAA and HITECH rules should
be clearly addressed in the Business Associates
Agreement established with the billing company.
Billing rules and regulations that are not followed
correctly can result in payment pull-backs and
penalties. These issues can also trigger further
audits by Federal OIG and/or State OMIG agencies.

10.

How is the service priced?

Pricing of the service is a key factor in selecting a
billing company. Many billing companies charge a
% of collections while some charge a per claim rate
or flat monthly fee.
While it may seem that charging a % will
incentivize the company to do a better job, in reality
it dis-incentivizes them to follow up on low dollar
claims. In addition, if you accept Medicaid plans in
NY State, the regulations do not permit you to pay
someone a % to perform the billing process. While
it’s tempting to go with the cheapest available
service, in most circumstances… you get what you
pay for.
Marcel Handler

Chief Financial Officer
Millin Associates, LLC
www.millinmedical.com

Millin Associates is a leading provider of billing services and
software for Health & Human Service agencies – OMH, OASAS,
OPWDD, DOH, Health Homes, and OCFS providers. Millin’s stateof-the-art technology (MillinPro™) is used by over 150 agencies
throughout NY State and nearly 50 agencies currently outsource
the billing process to Millin as well. The MillinPro system can
integrate with the EMR of your choice. Millin continues to play a
pivotal role in the transition from Medicaid to Managed Care and
assists providers and the State in navigating this complicated maze.
For additional information about Millin Associates’ services and
software please contact solutions@millinmedical.com or (516-3744530).

Medical Office
Technology
Technology is a crucial element of any business
or organization’s daily operations, especially in
the healthcare industry. Finding new ways to
improve the efficiency of operations is critical for
both meeting the demands of patients as well as
maintaining a smooth business.
In the healthcare industry, it is extremely costly
when patients do not come to their scheduled
appointments (“no-shows”). As a result, potential
revenue that could have been earned if the patient
showed up is lost. To reduce the number of noshows that healthcare practices experience, it may
be a good idea to invest in a text/email reminder
system. The front-end or reception desk of the
organization can send out friendly reminders to
their patients in advance of their appointment
to make sure they do not forget. In fact, a lot of
consumers prefer text/email confirmations, as
patients may not regularly check their voicemails.
The goal of implementing the text/email reminder
system is to prevent rescheduling difficulties as
well as to increase revenues.
An additional technological practice that can
expedite daily operations involves allowing
patients to be more proactive with entering their
own patient information and paying their medical
bills. Incorporating a way for patients to enter their
own personal, preliminary information can reduce
the trouble and time for your personnel to enter
the data, which can sometimes have omitted or
incorrect inputs. This will also reduce the amount
of front-desk paperwork that can pile up if a lot
5
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of patients send their demographic information. A
lot of companies facilitate both electronic health
record systems and practice management systems
for their own record holdings on patients. It may be
a good investment of time for clerical personnel to
investigate these software programs more to see if
they have the capabilities for patients to enter their
own data and make online payments. Ultimately,
this will save time for personnel and will reduce
errors in data entry by personnel, since the patient
is directly entering in their personal information.
Although empowering patients sounds like a time
efficient strategy for healthcare facilities, there
are some drawbacks that must be considered. For
instance, practices may need to have a training or
educational system carried out on the software to
teach patients certain insurance terminology. Proper
training will ensure that the information patients
enter is complete and accurate. Fortunately, benefit
verification systems are included in the practice
management software, which can verify a patient’s
health plan coverage eligibility.
Likewise, there is a concern for payment plans if
the integrated process is implemented. Ensuring
that patients are actually paying their bills is
another critical component that needs to be verified.
Most consumers prefer the opportunity to make
payments online, especially the option for partial
payments rather than in-full. However, without the
proper technological support, compliance with the
Health Insurance Portability and Accountability
Act (HIPAA) can be compromised.

Additionally, trying to collect co-pays and
deductibles from patients could take a significant
level of staff time and cause frustration. In order
to reduce such issues, personnel can utilize
the Payment Card Industry (PCI) compliant
functionality in practice management software.
PCI allows for patients to keep their credit card
information on file, where staff can issue scheduled
charges to the patient’s credit card with no hassle.
Telemedicine has become a widely used process
among many healthcare facilities and agencies,
especially because of its expedited features.
Telemedicine involves the use of electronic
communication, such as video chats, emails, and
smart phones, to deliver medical information to
patients and provide them with health consultations
in order to improve their clinical health and
wellness. While traditional hospital and healthcare
facility visits still occur, the use of electronic
delivery has become more preferred among
consumers in the modern healthcare industry. The
use of telemedicine accommodates a patient’s
lifestyle, and it also makes it easier for patients
who do not live near the hospital or health agency
to receive appropriate care. This can eliminate the
unnecessary stress of trying to find time in the
patient’s day to travel to the nearest hospital. Not
only does this benefit the patient, but it also helps
to reduce business expenses for the hospitals and
health agencies. Similarly, patients do not incur
travel expenses or transportation costs to facilitate
the consultation, and telemedicine can eliminate
long hospital stays for patients.
As technological advances are streamlining the
business industry, it is very important for healthcare
providers and businesses to take advantage of
them. While it may seem costly to invest in various
technologies (applications, phones, laptops, etc.),
it certainly will reduce these other costs in the long
run. With rapid innovations in today’s technology, it
is seemingly apparent that most, if not all hospitals
or health agencies, will implement such strategies
as well as the use of telemedicine in their practices
in the near future.
By Shari Diamond, CIA
Director, Internal Audit
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Helping you to operate
with a clear mind
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Accounting
Auditing
Budget Modeling
Compensation Studies
Financial Modeling
Forensic Accounting

•
•
•
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Healthcare Consulting
Internal Audit Services
Management Consulting
Litigation Support
Operational and Internal Control Reviews
Outsourced Accounting Department

•
•
•
•
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Policy and Procedure Reviews
Strategic Business Planning
Tax Audit Representation and Defense
Tax Controversy Assistance
Tax Planning and Preparation
Third Party Contract Negotiations
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