
1600 Round Swamp Road
Plainview, NY 11803

Non-Profit
Update 2017

Carlyle at the Palace

• Breakfast........................................................................................ 8:00 - 8:30 am

• Opening Remarks......................................................................... 8:30 - 8:40 am

    Ken Cerini, CPA, CFP, DABFA
    Managing Partner, Cerini & Associates, LLP

• Cyber Security............................................................................... 8:40 - 9:30 am

    James Rocker
      President & CEO, Nerds That Care

    Domenick Gandolfo, CISSP, GCIH, GPEN, GCFA
    Co-Founder & Chief Security Strategist, Cybersafe Solutions

• Accounting Update....................................................................... 9:30 - 10:00 am

    Matthew Burke, CPA, CFE
    Partner, Cerini & Associates, LLP

• Legal Update.................................................................................. 10:00 - 10:50 am

        David Goldstein
    Partner, Certilman Balin Adler & Hyman, LLP

• Break............................................................................................... 10:50 - 11:05 am

• Benefits Update............................................................................. 11:05 - 12:05 pm

     Dave Mahoney
     Partner, SilvermanAcampora, LLP

     Mark Gajowski II
        CFP & Founder, magii

• Audit Compliance......................................................................... 12:05 - 12:50 pm

     Ken Cerini, CPA, CFP, DABFA
      Partner, Cerini & Associates, LLP

     Shari Diamond, CIA
     Director, Internal Audit, Cerini & Associates, LLP

• Wrap Up......................................................................................... 12:50 - 1:00 pm



President & CEO

James Rocker

Executive Profile

James Rocker has over 17 years’ experience in the IT industry. James is a self-taught network security engineer with 
a passion for everything technology and business. James graduated with honors from the Bryan School of Business 
from the University of North Carolina at Greensboro. James continued on at and excelled at every level by obtaining 
certifications from Microsoft and Cisco. After working for 7 years in the industry at various Systems/Security 
Engineer positions, James formed iNetworks, Inc in 2005, now operating as Nerds That Care.

JamesJames currently serves as the President and CEO of Nerds That Care, a rapidly growing IT company on Long Island, 
New York. While overseeing the majority of operations in the company, James is also still heavily involved with 
projects and planning for clients. James is considered an expert in network infrastructure planning, security 
assessments, architecture design, policy planning and development, disaster recovery, LAN/WAN security, and 
network penetration testing. James works with a wide variety of clientele and is at the forefront of strategic shifts in 
the Information Technology industry.

(631) 648-0026
jrocker@nerdsthatcare.com
Nerds That Care
211 Knickerbocker Ave Suite 4
Bohemia, NY 11716
www.nerdsthatcare.com



CISSP, GCIH, GPEN, GCFA
Co-Founder & Chief Security Strategist

Domenick Gandolfo

Executive Profile

DomenickDomenick Gandolfo is Co-Founder and Chief Security Strategist of Cybersafe Solutions and is a seasoned 
cybersecurity veteran with over 19 years of hands-on experience in data security and data compliance. Prior to 
founding Cybersafe Solutions, Domenick was Chief Security Officer at the country’s largest urology practice and 
was tasked with developing a comprehensive technology and security roadmap. During his tenure, he drove a 
complete redesign of server and network infrastructures while supporting 1,000 employees across 62 locations. His 
career has also included IT management and consulting positions in Education and the private sector, and he has 
workedworked with Fortune 500 companies including Cisco, EMC, Hitachi, Avaya and Dell. Domenick holds the 
prestigious and globally recognized Certified Information Systems Security Professional (CISSP) designation. He 
also holds the GIAC Certified Incident Handler (GCIH), GIAC Penetration Tester (GPEN) and GIAC Certified 
Forensic Analyst (GCFA) information security certifications. Domenick has also held previous certifications as a 
Cisco Certified Network Professional (CCNP), Microsoft Certified Systems Engineer (MCSE) and a Citrix Certified 
Administrator (CCA).  

(631) 230-5101
dg@cybersafesolutions.com
Cybersafe Solutions
68 South Road
Melville, NY 11747
www.cybersafesolutions.com



CPA, CFE
Partner

Matthew Burke

Professional Experience

Matt specializes in serving Cerini and Associates’ diverse array of nonprofit clients. Matt has nearly fifteen years of experience with Cerini & 
Associates, LLP and KPMG, and is experienced with many types of complex accounting, auditing, compliance, and governance matters that 
impact both the entrepreneurial and nonprofit communities.

MattMatt is heavily involved in the firm’s marketing and development initiatives. He is directly involved in recruitment, website development, and 
creation and implementation of marketing plans and strategies. In addition to being an editor and contributor to several of the firm’s newsletters, 
including Best Practices, written for physician practices; The NFP Advisor, distributed to the nonprofit sector; and The Bottom Line, which is 
distributed to over 5,000 businesses throughout New York. Matt has also written Practice Insights for Lexis Nexis’ tax research platform, has 
beenbeen published in Building Long Island Magazine, and has been published in the 2010 Who’s Who in Accounting and 2012 Who’s Who in 
Auditing for Long Island Business News.

Areas of Expertise

•  Operational and internal controls reviews
•  Outsourced controller/CFO functions
•  Merger and acquisition due diligence
•  Creation of policy and procedure manuals
•  Grant compliance audits and services
•  Tax-exemption applications•  Tax-exemption applications
•  Audits and preparation of New York State CFR’s, 
AHCF-1’s, and CAFR’s

•  Feasibility studies and budgeting
•  Breakeven and cash flow analyses
•  Performance of valuable compilations and independent 
reviews

•  Financial projections, forecasting, and modeling•  Financial projections, forecasting, and modeling
•  Forensic examinations

Professional Affiliations

• American Institute of Certified Public Accountants
• New York State Society of Certified Public Accountants
• Association of Certified Fraud Examiners
• The Forensic CPA Society
•• Small Business Advisory Committee of the Huntington Township 
Chamber of Commerce

•  Associate Member of the Long Island Builders Institute (LIBI)
•  Board Member of the Miller Place - Mt. Sinai Historical Society
•  Long Island Wine Council

Licenses & Certifications

•  Certified Public Accountant
•  Certified Fraud Examiner
•  Forensic Certified Public Accountant
•  Recipient of the 2011 Huntington Chamber of Commerce’s 30 
Under 30 Award

•  Recipient of the 2013 Long Island Business News 40 Under 40 •  Recipient of the 2013 Long Island Business News 40 Under 40 
Award

•  Awarded with the National Academy of Public Accounting 
Professionals (NAPAP) “Top 10 Rising Stars” Accounting Award

Matt is a graduate from Long Island University – C.W. Post Campus 
with a BS in Accounting.

Key Clients

• Nonprofit organizations (mental health, housing, religious 
organizations, et al)

• Start-up entities
• Technology-based companies (software providers, IT servicers, 
SaaS providers, et al)

•  Construction contractors•  Construction contractors
•  Healthcare providers (mental health, home health care, physician 
practices, et al)

631-582-1600 ext. 214
mburke@ceriniandassociates.com
3340 Veterans Memorial Highway
Bohemia, NY 11716
www.ceriniandassociates.com



Partner

David A. Goldstein

Executive Profile

David Goldstein is a member of the Nonprofit/Tax Exempt/Religious Organizations Practice Group at Certilman 
Balin Adler & Hyman, LLP, where he concentrates his practice in the area of not-for-profit law. Mr. Goldstein 
represents a range of national, regional and local not-for-profit and religious entities across a wide variety of nonprofit 
sectors. He is a member of the New York State Bar Association’s Not-for-Profit Corporations Law Committee.

Mr.Mr. Goldstein counsels and advocates for not-for-profits and religious organizations in a wide variety of areas, 
including governance, regulatory matters, ethics and conflicts of interest, risk assessment, risk management, 
operations, disputes and litigation, as well as commercial matters. He represents clients in regulatory matters 
involving the Internal Revenue Service (including 501(c)(3) qualification), the Securities and Exchange Commission, 
the Federal Trade Commission and New York State agencies such as the Charities Bureau of the Office of the 
Attorney General, the Department of State, the Division of Cemeteries, the Education Department, the Division of 
Homes and Community Renewal, the Office of Mental Health and the Insurance Department.Homes and Community Renewal, the Office of Mental Health and the Insurance Department.

Prior to joining Certilman Balin, Mr. Goldstein was a partner in the New York City office of Sonnenschein Nath & 
Rosenthal LLP, where his practice included general corporate and securities law, equipment leasing, private label 
programs, securitizations and outside general counsel services. In addition to his domestic practice, Mr. Goldstein has 
extensive international experience, working closely with clients and local counsel in 35 countries across Europe, Asia, 
Latin America and Africa.

Mr. Goldstein earned a Bachelor of Arts in Labor Studies from the State University of New York at Old Westbury in 
1992, and a Juris Doctor from Fordham Law School in 1995, cum laude, top 10% of his class. At Fordham, he was a 
member of the International Law Journal, and was honored with the Archibald R. Murray Public Service Award. He 
is admitted to practice in New York.

(516) 296-7000
davidgoldstein@certilmanbalin.com
Certilman Balin Adler & Hyman LLP
100 Motor Parkway, Suite 156
Hauppauge, NY 11788
www.certilmanbalin.com



Partner

David J. Mahoney

Executive Profile
As a member of the Employment Law Group, Dave works closely with the clients of the firm’s Business Law Group, taking a proactive 
approach to employer/employee relations, from hiring procedures and employee policies, to internal audits of wage and hour 
procedures, discrimination, discipline and separation policies. As with all of his work, Dave’s focus remains on reaching the client’s 
goals and getting back to the business of doing business.

DaveDave regularly represents local businesses, victims of fraud, and court-appointed fiduciaries in a wide range of federal court matters. 
Dave began his career as an Assistant District Attorney in the Trial Division of the New York County District Attorney’s Office, 
serving the Honorable Robert M. Morgenthau, where he distinguished himself in prosecuting both misdemeanors and felonies in the 
areas of street crime, fraud, and domestic violence.

DaveDave has utilized his experience as prosecutor in representing bankruptcy trustees and court-appointed receivers in litigation arising 
from fraud-induced insolvency proceedings. In that capacity, Dave has worked extensively with federal authorities and engaged in long 
term investigations of Ponzi schemes, director and officer malfeasance in publicly traded companies and mortgage fraud rings.

DaveDave also represents the victims of fraud in their individual capacity, whether as creditors seeking to recoup their losses, or as targets 
of “claw back” litigation. Dave has represented clients in no fewer than ten Ponzi-type schemes over the past five years, including his 
role as lead counsel to the trustee in of over 1,500 actions associated with the Agape World bankruptcy case. Although Dave has 
first-chaired over twenty trials to verdict, Dave remains result oriented and actively pursues alternative means of dispute resolution 
whenever they may serve the best interest of his clients.

Practices:

•  Labor & Employment Law (Co-Chair)
•  Litigation

Court Admissions:

•  United States District Court for the Southern District of New York
•  United States District Court for the Eastern District of New York
•  United States District Court for the Western District of New York

Education:

•  Seton Hall University School of Law, J.D. 2001 (cum 
laude)

•  Siena College, B.A. 1998 (cum laude)

Bar Admissions:

•  Massachusetts
•  New York

Memberships:

•  American Bar Association
•  New York State Bar Association
•  Nassau County Bar Association

(516) 479-6300
dmahoney@silvermanacampora.com
SilvermanAcampora, LLP
100 Jericho Quadrangle, Suite 300
Jericho, NY 11753
www.silvermanacampora.com



CFP, CLU, CEBS
Founder & CEO

Mark A. Gajowski II

Executive Profile
Mark focuses his practice on successful families, business owners and near-retirees where he feels he can make a substantial impact 
in the quality of their lives.  Mark and his team take pride in providing independent and comprehensive process-based advice 
customized around their client’s values, goals and needs, often in conjunction with his expert-network team of affiliated 
professionals (attorneys, insurance, tax, business consultants and risk managers).

Mr.Mr. Gajowski has also served in a court of law as an expert financial witness and has appeared in several National periodicals 
including the Dow Jones Investment Advisor, where he was highlighted in the February 2004 cover story, “Fresh Faces in Financial 
Planning”.  In 2008, he was honored as recipient of the Long Island Business News’s 40/40 Award – recognizing the top 40 
achievers on Long Island, under the age of 40. In 2013 he was selected to the exclusive 8th Cohort for the Goldman Sachs/Babson 
College-10,000 Small Business Program, the nation’s premier entrepreneurial coaching program. Additionally, his company, 
MAGII,MAGII, was a finalist for the HIA-LI Small Business Achievement Award in the fall of 2013 & 2014. Most recently, MAGII was 
recognized by Long Island Business News as the inaugural recipient of the 2015 Top Financial Advisors: Home Grown Team 
Award. A sought after speaker, he frequently lectures on areas in his field, and provides continuing professional education (CPE) 
credits to CPA’s throughout the year.  

A graduate of C.W. Post – Long Island University’s Certification Program in Financial Planning and Dowling College, where he 
attained his BBA in Finance with High Honors.  Mark is a Chartered Life Underwriter® (CLU®) designee from the American 
College and is certified by The Certified Financial Planner Board of Standards to use the professional certifications CFP® and 
Certified Financial Planner®, and was in the youngest 2% to ever receive this designation.  Mr. Gajowski holds several securities 
licenses (FINRA Series 7, 63 and 24) with American Portfolios Financial Services, Inc. and is an Investment Advisor 
RepresentativeRepresentative (FINRA Series 65) with American Portfolios Financial Advisors, Inc. In addition, he holds Life, Accident and 
Health Insurance licenses in several states. Further he holds the Certified Employee Benefits Specialist® (CEBS®) designation 
through the IFEBP and Wharton School at U.Penn, as well as the Accredited Investment Fiduciary® (AIF®) designation through 
the Center for Fiduciary Studies.

Mark believes that his career is about service, and service has always been a big part of his life.  He donates his time as a volunteer 
baseball coach, a fireman in the Riverhead Fire Department, and is an active donor for Long Island Blood Services, donates personal 
and staff time to the Long Island Cares Food Bank and is a strong supporter of the Multiple Sclerosis Foundation / MS Hope for a 
Cure and serves on the selection committee for the annual Cerini-Imagine Awards. Mark lives where he grew up, on the scenic 
North Fork of Long Island, with his lovely wife and three beautiful children.

(631) 434-8200
mark@magii-inc.com
magii, Inc.
490 Wheeler Road, Ste. 265
Hauppauge, NY 11788
www.magii-inc.com



CPA, CFP, D.A.B.F.A.
Managing Partner

Kenneth R. Cerini

Professional Experience

Ken is the Managing Partner of Cerini & Associates, LLP and is the executive responsible for the administration of our not-for-profit and 
educational providers practice group. In addition to his extensive audit experience both at Ernst & Young, LLP, and Cerini & Associates, LLP, 
Ken has been directly involved in providing consulting services for nonprofits and educational facilities of all sizes throughout New York State.

KenKen has won numerous awards, and has been quoted in publications such as Newsday, Long Island Business News, the Long Island Press, and 
the New York Times. Ken is the editor for three of the five newsletters published in-house by the firm, including: The Lesson Plan, written for 
school districts; The Special ED-ition, published for special education providers; and The NFP Advisor, written specifically for the nonprofit 
sector.

Areas of Expertise
•  Accounting and auditing
• Operational and internal control reviews
• Forensic audits and fraud investigations
• Internal audit functions
•• Review, modification, and creation of policies and 
procedures manuals, including assistance in creating 
policies and related forms

• Various third-party reimbursement matters, including 
appeals and rate

• Budgeting and program design
• Merger & acquisition due diligence
•• Response and support to refute third party funders’ audit 
findings and assessment of funding recoveries (i.e. OSC, 
etc.)

• Exempt organization returns

Professional Affiliations

•  New York State Society of Certified Public Accountants (NYSSCPA)
•  American Institute of Certified Public Accountants (AICPA)
•  NYSSCPA Nonprofit Accounting Committee
•  Past President of The NYSSCPA Suffolk County Board of Directors
•  Nassau County Health Care Committee
•  Chairman of The Suffolk County Nonprofit and Government Accounting •  Chairman of The Suffolk County Nonprofit and Government Accounting 
Committee

•  Coalition of Behavioral Organizations
•  American Board of Forensic Accountants
•  Treasurer of The Lymphatic Education & Research Network
•  Coalition of Children with Special Needs (Long Island & NYC Chapters)
•  The InterAgency Council
•  Health and Welfare Council of Long Island•  Health and Welfare Council of Long Island
•  New York State Association of School Business Officials
•  President of The Social Enterprise of Alliance – Long Island Chapter
•  Association of Children’s Therapeutic Services

Licenses & Certifications

• Certified Public Accountant
• Certified Financial Planner
• Diplomat of the American Board of Forensic Accountants

Ken graduated from C.W. Post with a B.S. in Accountancy.

Key Clients

• Special Education Providers
• Nonprofit Organizations
• School Districts
• Healthcare

631-582-1600 ext. 203
kcerini@ceriniandassociates.com
3340 Veterans Memorial Highway
Bohemia, NY 11716
www.ceriniandassociates.com



CIA
Director, Internal Audit

Shari Diamond

Professional Experience

Shari is a member of Cerini & Associates’ audit staff where she works with the firm’s internal audit clients and assists the audit staff with IT 
related audits and procedures. Shari has over ten years of internal audit, claims audit, and Information Technology audit experience at one of the 
“Big 4” accounting firms (PWC), and at a Fortune 100 company (Northrop Grumman). 

ShariShari is adept at evaluating an entity’s IT environment and making recommendations to strengthen controls surrounding the computer 
environment. She is primarily involved with performing, training, and overseeing internal and claims audit services and risk assessments at 
various entities. She frequently lectures on internal audit, claims auditing, and is a regular contributor to two of firm’s publications, The Lesson 
Plan, written for school districts, and Best Practices, designed for the healthcare sector.

Areas of Expertise

•  Internal audit functions
•  System testing and analysis
•  Claims audit functions for school districts
•  Recommendations for improving controls and operating 
efficiencies

•  IT assessments•  IT assessments
•  Agreed upon procedure engagements
•  Accounting assistance

Professional Affiliations

•  New York State Society of CPA’s-Education Committee
•  Institute of Internal Auditors
•  Association of School Business Officials-Suffolk/Nassau Chapter
•  New York State School Board Association

Licenses & Certifications

•  Certified Internal Auditor

Shari obtained her B.B.A. in Business Computer Information 
Systems from Hofstra University. She also received her M.S. 
in Childhood Education from Long Island University, C.W. 
Post.

Key Clients

•  Nonprofit organizations
•  School districts
•  Small business clientele
•  Physician practices

631-582-1600 ext. 243
sdiamond@ceriniandassociates.com
3340 Veterans Memorial Highway
Bohemia, NY 11716
www.ceriniandassociates.com



Fast, Reliable IT Support For Business



Introduction 

NERDSTHATCARE.COM

‐ Passion for Technology 

‐ Ethical Hacking/Network Security

‐ Network Engineer/Security Assessments

‐ Started a Network Consulting Business in 2005

‐ Developed into what is known today as an “MSP”



What is a Manage Service Provider?

NERDSTHATCARE.COM

- Organizations that maintain and keep your Technology Running

- IT Dept. vs MSP – Investing in the right tools

- 24/7/365 Network and Security Monitoring of All Systems

- Managing your Vendors – Saves time and Money

- Understanding Cloud based solutions

- Partnered with Top Level Resources



Security Services Offered by IT Companies

NERDSTHATCARE.COM

‐ Firewalls
‐ Anti‐Virus
‐ Patching
‐ Spam Filtering
‐ 1‐time Risk Analysis



NERDSTHATCARE.COM

Security Services Offered by Smart MSP’s

• Active IPS Firewalls
• Verified Anti‐Virus
• Verified Patching
• Verified Spam Filtering
• Recurring Risk Analyses

• Compliant Services
• Client Compliance 

Assistance
• Ongoing Security Services
• Evidence for Audits & 

Investigations
• Management Reporting



NERDSTHATCARE.COM

The way we work is changing

Wi‐Fi & BYODCloud Apps Mobile users

And it’s exposing your business to new risks



NERDSTHATCARE.COM

OFF-NETWORK 
COVERAGE

Few tools protect mobile workers, 
most users forget to turn on VPN,  
most new endpoint tools only 
detect malware after the fact

APPLIANCES ARE 
EXPENSIVE & COMPLEX
Operations and management 
are difficult or impractical, and 
are especially complex for 

multiple locations

Common security challenges



The Cloud
- And Why can it Help protect your business

NERDSTHATCARE.COM

‐ Saves Time, Saves Money, and helps reduce costs of 
Hardware Maintenance, and future upgrades

‐ Greater levels of Security and Redundancy

‐ Reliability, and Up‐Time



NERDSTHATCARE.COM

SKYROCKETING HIPAA PENALTIES

• 2015 = $ 6.1 million

• 2016 =$ 22 million

• January, 2017 = $ 5.85 million 



NERDSTHATCARE.COM

BLACK MARKET OF MEDICAL RECORDS



NERDSTHATCARE.COM

Growing HIPAA Concerns



2016 ‐ COST OF A DATA BREACH REPORT

NERDSTHATCARE.COM



NERDSTHATCARE.COM

DarkHotel
Attack

OFF NETWORK 
AND SUPPLIERS

BRANCH OFFICE/
STORE/CLINIC

HQ

Attackers are 
targeting the 

weakest links in 
the supply chain



SMBs used as launch pads for attacks 

NERDSTHATCARE.COM



NERDSTHATCARE.COM

Job postings Payment systems Marketplaces

Cybercrime is easier than ever
And it’s more accessible to everyone



Explosion in SaaS/CaaS Plug‐and‐Play Marketplace

NERDSTHATCARE.COM

Kits cost as little as $200

ANGLER

RIG

ASTRUM

BLEEDING LIFE

BLACKHOLE

CRIMEPACK

DOTKACHEF

FLASHPACK

GONGDA

NITERIS

LIGHTSOUT

NUCLEAR

ARCHIE

SWEETORANGE



NERDSTHATCARE.COM

What is Ransomware

Ransomware is a type of malware that attempts to extort money from a computer user by 
infecting and taking control of the victim's machine, or the files or documents stored on it



NERDSTHATCARE.COM



“60 percent of small 
firms go out of 

business within six 
months of a data 

breach.”

Source: National Cyber Security Alliance “America’s Small Businesses Must Take Online Security More Seriously” 2012

THE IMPACT OF A 
BREACH IS HIGH



“Signature-based tools 
(antivirus, firewalls, and 
intrusion prevention) are only 
effective against 30–50% of 
current security threats.”

IDC
November 2011



How can you protect your business data?

NERDSTHATCARE.COM

‐ Backup and Data Loss Prevention (DLP Technology)

‐ VPN Tunnels and Development of Virtual Private Networks

‐ FULL Image backups and Transfers to a Secure Datacenter

‐ Cyber/Ransomware Protection & Layered Security

‐ Firewalls and Data Encryption

‐ Security Awareness Training



NERDSTHATCARE.COM

Security & Risk Mitigation: a layered approach



NERDSTHATCARE.COM

Off‐network/RoamingOn‐network

Security is about managing risk through layers

Email security

Nerds Cloud Endpoint antivirus

Nerds Cloud Umbrella network layer security service

Firewall

Training & policy



NERDSTHATCARE.COM



Any Questions?



THANK YOU





“IT’S NOT IF A CYBER ATTACK 
WILL OCCUR…

IT’S WHEN.”



NEWSWORTHY CYBER ATTACKS & BREACHES 

CYBERCRIME HAS GONE PRO



CYBER ATTACKS YOU DIDN’T HEAR ABOUT

US’ National Cyber Security Alliance found 60% of small 
businesses that are compromised are out of business 
within 6 months of an attack.



3 GUARANTEES IN LIFE TODAY

3 Facts Relevant when it comes to security

Death Taxes Cyber Attacks

1) Organizations cannot prevent all attacks

2) An organization’s network is going to be compromised 

3) 100% security does not exist



WHY CYBERSECURITY FAILS

CRITICAL ISSUES THAT GO BEYOND IT SCOPE 
& CAPABILITIES & SECURITY MINDSET

“We’re fine until proven otherwise” 
Leads to cybersecurity failure 

and will continue to do so



THREATS ARE EVOLVING, CYBERSECURITY IS NOT

 IT is not 
specialized 
security. IT’s 
responsibility is 
day-to-day 
operations. 

 Cybersecurity 
and IT are two 
separate roles. 



WHEN PREVENTION FAILS

 NO VISIBILITY (SILENT KILLER)

 NO DETECTION

 NO RESPONSE

 NO CONTAINMENT

History has shown that a lack 
of visibility, detection and 
response capabilities has 
played a critical role in the 
breaches that continue to 
occur day in and day out.



WHEN PREVENTION FAILS

 Traditional Cyber Defense (non-effective for todays attacks)  

 Most organizations are 80% preventive

 Simple and basic configurations to keep device operational

 Management utilizes cheap/easy = less likely to detect breaches

 Traditional attacks were relatively benign - focused on spreading 
rather than compromise

 Perimeter Focused



How are hackers bypassing traditional security?

PEOPLE 

PROCESS 

TECHNOLOGY



CYBERSECURITY FAILURE – C-SUITE

 C-Suite (business owners and senior level executives, although "sensitized" to 
cybersecurity issues, frequently abdicate their due care responsibilities 

 Depend on their technology departments to "make the problem go away." 
This is a clear violation of due care, and a wide open door to lawsuits

 Unable to recognize the difference between the cybersecurity function and the IT 
function

 Fundamental disconnect in understanding one’s role in risk management

Cybersecurity is not an IT problem, 

it is a business problem.



 IT lack the time, resources 
and expertise needed to 
prevent against today’s 
sophisticated cyber 
attacks. It’s like bringing a 
knife to a gunfight. 

 Cybersecurity cannot, and 
should never, report to IT. 

CYBERSECURITY FAILURE – C-SUITE



CYBERSECURITY SOLUTIONS – C-SUITE

 C-Suite needs to address cybersecurity as a business 
problem, removing security responsibilities from the IT 
team. 

 Hire and surround yourself with a trusted security advisor.

 Implement the latest security technologies and services.

 Users are the weak link in your security chain. Training 
and education ensures all team members are aware 
and keep security top of mind.

 Security must start at the top and filter down.



CYBERSECURITY FAILURE – PEOPLE

Exploitation of the human OS
 The common theme behind any cyber attack 

is the exploitation of a security vulnerability –
physical, network or human

 No one is immune to attacks

 Companies both big and small are equally vulnerable

 91% of successful data breaches begin with a phishing attack

 An easier path of attack is social engineering, using tricks to get an insider to 
unlock access to your internal systems. 

 Phishing
 Vishing
 Spearphishing



CYBERSECURITY FAILURE – PEOPLE

 The total number of phishing attacks in 2016 was 1,220,523, a 
65% increase over 2015

Attackers are 
leveraging what’s 
been hard wired 
into our DNA.

"Curiosity killed the 
cat. Curiosity also 
gets you malware."



CYBERSECURITY FAILURE – PROCESS 

 Most organizations have little to no policies in place

 Organizations have too many policies and/or are not enforced

 Little or no training for staff & management to learn about hacker 
tricks & techniques

The internet is no longer a safe place



CYBERSECURITY SOLUTIONS – PEOPLE / PROCESS 

 Create streamlined, clear policies that apply to your 
organization that will mitigate the most risk 

 Policies and procedures that are supported from the top 
down and will be enforced

 Ongoing security awareness 
training and simulated phishing 
tests



CYBERSECURITY FAILURE - TECHNOLOGY

TRADITIONAL SECURITY TECHNOLOGIES:

 Prevention oriented approach
 Prevention is inherently flawed and will fail



CYBERSECURITY SOLUTIONS – TECHNOLOGY

Continuous Monitoring is defined as 
maintaining ongoing awareness of 
information security, vulnerabilities, 
and threats to support organization 
risk management decisions. 
(NIST SP 800-137)

Layered security & defense-in-depth 

Cybersafe’s alarm dashboard brings visibility of 
the stages of an attack and helps inform ways to 
protect an organization’s network.

Major point of continuous monitoring is 
improving security.



CYBERSECURITY SOLUTIONS - TECHNOLOGY

Visibility: You need to monitor and record every endpoint and server

Detection: Use “big data” analytics combined with threat intelligence service for 
real-time signature-less detection. 

Response: Live Response capability to remotely inspect any machine, isolate 
endpoint threats, ban ongoing attacks, and remediate threats.



CYBERSECURITY SOLUTIONS – TECHNOLOGY

 Modern Cyber Defense – detection 
oriented approach  

 Full visibility via continuous network and 
endpoint security monitoring

 Go look for evidence of compromise. 
Proactive Detection vs. Reactive 
Detection. Establish hunt teams.

 Put detection and response tools in place 
will ensure that any damage is limited

 Quick remediation is key Prevention is ideal, 
but detection is a must



CYBERSECURITY & FINANCIAL IMPACT

The average breach cost was $665K, down slightly 
compared to last year’s study (NetDiligence 2016 Cyber Claims Study).

Costs Overall Types of Costs



CYBERSECURITY & FINANCIAL IMPACT

The average for Crisis Services was $375K.
CRISIS SERVICES COSTS



CYBERSECURITY & INSURE RESOURCES

 Privacy is a significant issue no matter what business you’re in – PII is 
lost

 Expensive without some security – insurers will increase premiums 
you - high risk of a breach

 Risk of breach is not sufficient to warrant security, probably not 
enough to warrant insurance

 Can’t fix damage to a company’s 
reputation

Insurance is like Vegas, 
the house always wins…



CYBERSECURITY COSTS & BENEFITS

Product Costs: Security technologies can vary 
drastically in cost, depending on the amount of data 
they must secure

Deployment Costs: Any security solution or service 
will cost some time and money to deploy. You must 
install that product and make it work with your 
infrastructure

Management Costs: Ongoing management costs is 
one of the most significant costs of any security tool

To defray costs, a Managed Security Service Provider 
(MSSP) who can spread these costs across a large 
number of customers can often be far more 
economically viable



CYBERSECURITY BENEFITS

Reduced Downtime

 Primary benefit of securing your environment = less vulnerable to 
attack and suffer fewer consequences when you are attacked

 Translates to more uptime for your organization

 Business keeps getting done and 
employees continue to be productive



CYBERSECURITY & COMPLIANCE

Many security rules require covered entities “implement policies and procedures to 
prevent, detect, contain, and correct security violations.”

Implementing an information security program must address administrative, physical 
and technical safeguards, and will reduce your risk and protect your organization 
from regulatory fines, legal, financial and reputational losses.

Examiners may assess:
 Governance and Risk Assessment
 Risk Management
 Access Rights and Controls
 Data Loss Prevention
 Training
 Incident Response Specialists can ease your burden 

of staying compliant year round. 



LESSONS LEARNED

 Prevention is less costly than detection.  

 Lack of visibility, detection and response capabilities has played a 
critical part in every breach seen today.

 Perfect solution fallacy, just because a solution is not perfect does 
not mean it should not be used.

 You can’t prevent all attacks, but you can certainly prevent most of 
them and make your company a less-likely target.
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WHAT IS GAAP?
• “Generally accepted accounting principles” in the 

United States of America
• Accrual basis of accounting:

• Revenues are recognized when EARNED
• Expenses are recognized when INCURRED
• Opposes the cash basis 

• Assumed to be an accurate depiction of financial 
position, operations, etc. as of a certain date and for 
a period of time

• Generally required by funding sources, other 
regulatory authorities (vouchers, CFR’s, NYS 
Charities Bureau), and financial institutions, though 
exceptions can exist 3



WHAT IS THE FASB?
• The “Financial Accounting Standards Board”
• Establishes accounting and reporting standards for 

public/ private companies and not-for-profit 
organizations

• The FASB is recognized by the Securities and Exchange 
Commission (SEC) as the accounting standard-setter for 
public companies

• FASB standards are recognized as authoritative by state 
Boards of Accountancy and the American Institute of 
CPAs (AICPA)

• The mission of the FASB is to establish and improve 
financial accounting and reporting standards to provide 
useful information to investors and other users of 
financial reports 4



STANDARDS-SETTING 
PROCESS
• The Board identifies financial reporting issues based on 

recommendations from stakeholders or through other means

• The FASB decides whether to add a project to the technical 
agenda based on a staff-prepared analysis of the issues

• The Board deliberates at one or more public meetings the various 
reporting issues identified and analyzed by the staff

• The Board issues an Exposure Draft to solicit stakeholder input

• The Board holds a public roundtable meeting on the Exposure 
Draft

• The Board reviews comment letters, public discussions, and other 
information obtained through due process activities

• The Board redeliberates the proposed provisions at  public 
meetings

• The Board issues an Accounting Standards Update (ASU) 
amending the Accounting Standards Codification (ASC) 5



12/31/16 AND 6/30/17 
UPDATES
• Effective for financial statements issued for fiscal 

years BEGINNING AFTER December 15, 2015 and 
interim periods within fiscal years BEGINNING 
AFTER December 15, 2016

• In essence, these ASU’s have already gone into 
effect

• ASU 2015-03 – Interest-Imputation of Interest: 
Simplifying the Presentation of Debt Issuance 
Costs

• ASU 2015-05 – Intangibles-Goodwill and Other-
Internal Use Software: Customer’s Accounting for 
Fees Paid in a Cloud Computing Environment

6



ASU 2015-03 
DEBT COSTS
• Debt costs, which include underwriting, legal, and other direct 

costs related to the issuance of debt, should be amortized to 
interest expense over the term of the debt

• Prior standards required debt costs to be capitalized as assets

• New standards require that debt costs reduce related liabilities in 
the balance sheet 

• Adjustments must be applied RETROSPECTIVELY, meaning past 
presentations must be restated

• Required disclosures include the nature of and reason for the 
adjustments, a description of the prior-period information that 
has been retrospectively adjusted, and the effect of the change 
on the financial statement line items (that is, debt issuance cost 
asset and liability)

• Proposed ASU 2017-200 would change the current vs. long-term 
debt classification rules (likely resulting in more current debt) 7



ASU 2015-05 
SOFTWARE COSTS
• Provides guidance to customers about whether a cloud 

computing arrangement includes a software license
• If a cloud computing arrangement includes a software 

license, then the customer should account for the 
software license element of the arrangement consistent 
with the acquisition of other software licenses (asset)

• If a cloud computing arrangement does not include a 
software license, the customer should account for the 
arrangement as a service contract (expense)

• Adjustments may be applied PROSPECTIVELY, 
meaning from this point-forward, or retrospectively

• Disclosures will focus on the reason for the accounting 
principle change and a description of financial 
statement line items affected (including amounts for 
retrospective treatment)

8



12/31/17 AND 6/30/18 
UPDATES
• Effective for financial statements issued for fiscal years 

BEGINNING AFTER December 15, 2016 and interim 
periods within fiscal years BEGINNING AFTER December 
15, 2017

• These ASU’s come into effect now
• ASU 2014-15 – Presentation of Financial Statements-

Going Concern: Disclosure of Uncertainties About an 
Entity’s Ability to Continue as a Going Concern

• ASU 2015-11 – Inventory: Simplifying the Measurement of 
Inventory

• ASU 2017-02 – Not-for-Profit Entities-Consolidation: 
Clarifying When a Not-for-Profit Entity that is a General 
Partner or a Limited Partner Should Consolidate a For-
Profit Limited Partnership or Similar Entity 9



ASU 2014-15 
GOING CONCERN (1)
• Increases responsibility for management to assess its 

entity’s “ability to continue as a going concern”
• New standard applies this responsibility to a one year 

period from the financial statement issuance date
• Previous standard used a look-forward period from the 

balance sheet date, which was easier to assess
• Disclosures are required if management concludes that 

it is probable that the entity will not meet its financial 
obligations during this one-year period (the reasons 
why will have to be disclosed)

• Additional disclosures are required if management 
concludes that this probability is not mitigated by its 
own plans to sustain operations

10



ASU 2014-15 
GOING CONCERN (2)
• If management’s plans are considered sufficient to overcome 

this substantial doubt, then those plans must also be 
summarized and disclosed

• Substantial doubt about an entity’s ability to continue as a 
going concern exists if it is probable that the entity will be 
unable to meet its obligations as they become due within one 
year after the date the financial statements are issued or 
available to be issued

• Auditors must make careful determinations about whether 
going concern language should be added to their opinion 
pages as well

• “Going concern opinions” can become self-fulfilling 
prophecies that hamper the entity’s ability to raise financing 
or other investments

• Early adoption is permitted 11



ASU 2015-11 
INVENTORY
• Affects entities using the first-in first-out (FIFO) or average-cost 

measurement principles of accounting for inventory

• Entities that measure inventory using the last-in first-out (LIFO) are 
not impacted by this ASU

• Inventory is generally carried at the lower of cost or market (LCM)

• The previous standard interpreted “market” as the current 
replacement cost

• The new standard defined “market” as the net realizable value 

• Net realizable value is defined as the estimated selling price in the 
ordinary course of business, less reasonably predictable costs of 
completion, disposal and transportation

• Entities are required to disclose the nature and reason for the 
change in accounting principle in the first period of adoption

• Proposed ASU 2017-210 would add additional disclosures

• Early adoption is permitted 12



ASU 2017-02
NFP CONSOLIDATION (1)
• Makes the presumption that an NFP general partner 

CONTROLS a limited partnership (LLC, usually) 
regardless of the extent of its ownership interest and 
would consolidate the limited partnership

• Previously, an NFP would have to navigate through the 
difficult Variable Interest Entity (VIE) standards to 
assess the need for consolidation

• For example, an NFP that owns .01% of a for-profit LLC 
will have to consolidate that LLC if it is the managing 
member of that LLC

• The presumption of control is overcome if the limited 
partners have either substantive kick-out rights or 
substantive participating rights 

13



ASU 2017-02
NFP CONSOLIDATION (2)
• Kick-out rights give the limited partners the ability to dissolve 

the partnership or otherwise remove the general partner; 
participating rights allow the limited partners to block or 
participate in certain significant financial and operating 
decisions of the limited partnership 

• If an NFP is a limited partner which directly or indirectly owns 
more than 50% of a limited partnership’s kick-out rights through 
voting interests, the limited partner is deemed to have a 
controlling financial interest in the limited partnership and 
should consolidate the limited partnership 

• However, if non-controlling limited partners have substantive 
participating rights, the limited partner with a majority of kick-out 
rights through voting interest does not have a controlling 
financial interest 

• Proposed ASU 2016-280 would clarify aspects of this

• Early adoption is permitted 14



12/31/18 AND 6/30/19 
UPDATE
• Effective for financial statements issued 

for fiscal years BEGINNING AFTER 
December 15, 2017 and interim periods 
within fiscal years BEGINNING AFTER 
December 15, 2018

• These take effect next year, but you 
should start preparing for them now

• ASU 2016-14 – Not-for-Profit Entities: 
Presentation of Financial Statements of 
Not-for-Profit Entities

15



ASU 2016-14
NFP UPDATES (1)
• Early adoption is permitted for all areas, with caveats
• Net Asset Classification

• Previous standard had three classifications 
(unrestricted, temporarily restricted, and permanently 
restricted)

• New standard has two classifications (with and without 
donor restrictions)

• Either new classification can be further disaggregated 
by program, type, etc., as the organization sees fit

• Disclosures will describe the nature and extent of 
restrictions and Board designations of net assets

• Provides further requirements for “underwater 
endowments,” including disclosures and treatment as 
restricted

• The IRS will eventually need to revise its Form 990 to 
match the new GAAP standards

16



ASU 2016-14
NFP UPDATES (2)
• Liquidity and Availability of Resources

• Disclosures will require information on how an NFP manages its 
liquid available resources and its liquidity risk, including: 

• Lines of credit 
• Liquidity reserves 

• The qualitative disclosures should include the entity’s definition of 
“general expenditures”

• Quantitative information will communicate the availability of an NFP’s 
financial assets at the balance sheet date to meet cash needs for 
general expenditures within one year (on the face and/or in the 
notes) 

• Classified balance sheet would help (though optional)
• Segregating assets whose use is limited 
• Financial assets not available due to restrictions, 

designations, and contractual requirements

17



ASU 2016-14
NFP UPDATES (3)
• Expenses

• Report expenses, either on the face of the financial statements 
or in the notes by:
• Function (current GAAP) 
• Natural classification (not current GAAP)
• Analysis (disaggregate functional expense classifications by 

their natural expense classifications – a statement of 
functional expenses

• Some entities may be able to accomplish these requirements 
solely within the statement of activities, e.g., a grant-making 
foundation

• New requirement to provide qualitative disclosures about 
methods used to allocate costs among program and support 
functions 

• Provides enhanced guidance on allocations from management 
and general 18



ASU 2016-14
NFP UPDATES (4)
• Investment Return

• Requires net presentation of investment expenses 
against investment revenues on the face of the 
statement of activities 
• Netting limited to external and direct internal 

expenses 
• May report net return in multiple, appropriately 

labeled lines, e.g., from different portfolios, in 
different net asset classes, operating vs. non-
operating 

• No longer required to disclose netted expenses
• If reported, carefully label and do not include in the 

expense analysis (statement of functional expenses)
• No longer required to disclose components of net 

investment return 

19



12/31/19 AND 6/30/20 
UPDATES
• Effective for financial statements issued for fiscal 

years BEGINNING AFTER December 15, 2018 and 
interim periods within fiscal years BEGINNING AFTER 
December 15, 2019

• Watch these from a distance as they’re clarified
• ASU 2014-09 (and many subsequent ASU’s) –

Revenue from Contracts with Customers (ASC Topic 
606)

• ASU 2016-15 – Statement of Cash Flows: 
Classification of Certain Cash Receipts and Cash 
Payments

• ASU 2016-18 – Statement of Cash Flows: Restricted 
Cash 20



ASU 2014-09 (ET AL)
REVENUE RECOGNITION (1)
• Focuses on contracts with customers, except lease 

contracts, insurance contracts, financial instruments, 
guarantees and certain nonmonetary exchanges 

• Establishes a single, principles-based revenue 
standard 

• Recognize revenue to depict the transfer of promised 
goods or services to customers in an amount that 
reflects the consideration to which the entity expects to 
be entitled in exchange for those goods or services 

• Revenue from a contract with a customer will be 
recognized either at a point in time or over time as the 
contract is fulfilled, based on the facts and 
circumstances 

21



ASU 2014-09 (ET AL)
REVENUE RECOGNITION (2)
• There are several new disclosure requirements, 

many of which are applicable only to public 
entities 

• Early adoption permitted, but no earlier than 
years beginning after December 15, 2016 
(calendar 2017)

• A new ASU is expected in early 2018 to address 
NFP revenue recognition issues, including:
• Government grants and contracts
• Conditions vs. restrictions (contributions)
• Conditional vs. unconditional (contributions)

22



ASU 2016-15 AND 18
CASH FLOWS STATEMENT (1)
• ASU 2016-15 clarified the proper classification and 

treatment of eight specific transactions in the statement of 
cash flows (SOCF), including:
• Debt prepayments (financing activity)
• Proceeds from insurance settlements (follows the 

treatment of the related loss)
• Proceeds from corporate-owned life insurance settlements 

(investing activity)
• ASU 2016-18 requires that a statement of cash flows 

explain the change during the period in the total of cash, 
cash equivalents, and amounts generally described as 
restricted cash or restricted cash equivalents

• Previously restricted cash was excluded from this 
requirement

23



ASU 2016-15 AND 18
CASH FLOWS STATEMENT (2)
• For NFPs, restricted cash and restricted cash 

equivalents include cash arising from contributions 
where the donor has restricted its use to long-term 
purposes, i.e., acquisition of plant assets or 
endowment 

• An entity shall disclose information about the nature of 
those restrictions 

• The ASU provides illustrative financial statements and 
note disclosures for not-for-profit entities, including a 
tabular reconciliation of cash, cash equivalents and 
restricted cash and restricted cash equivalents 

• The standards are to be applied retrospectively
• Early adoption is permitted
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12/31/20 AND 6/30/21 
UPDATE
• Effective for financial statements 

issued for fiscal years BEGINNING 
AFTER December 15, 2019 and interim 
periods within fiscal years BEGINNING 
AFTER December 15, 2020

• This is far away, but a significant 
change; start to become familiarized 
as the standard is clarified

• ASU 2016-02 - Leases

25



ASU 2016-02
LEASES
• Establishes the premise that a lease conveys the right 

to use an asset for a period of time in exchange for 
consideration and therefore creates an asset and a 
liability 

• Requires entities that lease assets (“lessee”), with 
lease terms of more than twelve months, to recognize a 
right-of-use asset and a lease liability measured at the 
present value of the lease payments 

• Defines finance leases vs. operating leases, with 
differing accounting treatments for each

• The standard requires additional disclosures 
• Donated space or below-market leases are not within 

the scope of the ASU
• Early adoption is permitted

26



12/31/21 AND 6/30/22
UPDATE
• Effective for financial statements issued 

for fiscal years BEGINNING AFTER 
December 15, 2020 and interim periods 
within fiscal years BEGINNING AFTER 
December 15, 2021

• This is very far away, but start to become 
familiarized as the standard is clarified, 
especially if your NFP is a lender

• ASU 2016-13 – Financial Instruments-
Credit Losses: Measurement of Credit 
Losses on Financial Instruments

27



ASU 2016-13
CREDIT LOSSES (1)
• The new standard will require earlier recognition of 

credit losses on receivables, loans, held-to-maturity 
debt securities, and other financial assets

• The existing standard is an “incurred loss impairment 
methodology” that recognizes losses when a probable 
threshold is met 

• The new standard will require lifetime expected credit 
losses to be recognized immediately when a financial 
asset is originated or purchased

• Expected credit losses is based on information about 
past events, including historical experience, current 
conditions, and reasonable and supportable forecasts 
that affect the collectability of the reported amount

28



ASU 2016-13
CREDIT LOSSES (2)
• If an entity is not able to make or obtain such 

forecasts for the entire life of the financial asset, it 
is required to revert to historical credit loss 
information

• Expect further guidance on this new standard, as it 
does not necessarily provide details on acceptable 
methodologies and certain attributes of credit loss 
calculations

• This will affect lending institutions more than 
others, but trade receivables will be impacted as 
well

• Early adoption is permitted for years beginning 
after December 15, 2018 29



OTHER NOTABLE 
STANDARDS
• There are many other ASU’s that are taking 

effect in the next five years
• If your organization has any of the following, 

be forewarned:
• Goodwill
• Defined Benefit Plans
• Business Combinations
• Deferred Income Taxes
• Financial Derivatives
• Extraordinary Items

30



HELPFUL HINTS
• Remember it is management’s responsibility to comply 

with GAAP as it morphs over time (not your auditors’)
• Many of these issues are not black-and-white; they will 

require judgment calls at times
• Do NOT rely on your auditors to find every instance of 

noncompliance with GAAP (we can’t audit everything)
• Materiality comes into play – don’t sweat the very small 

stuff 
• Regularly visit our website and social media outlets for 

regular updates on changes to GAAP (as well as 
funding sources updates, regulatory actions, etc.)

• Use Cerini & Associates as a resource for sample 
disclosures, analyzing complicated transactions and 
situations, and applying the new standards
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Question 1 

A nonprofit called “The Neighborhood Community Center” was formed in 1940 
for the following purposes:  “to operate a gym, clubhouse and athletic filed for 
the use of youth in the surrounding community.”  Over the generations, the 
demographics of the community have changed dramatically.  There is no longer 
a significant population of youth to utilize the facility.  The youth athletic facility is 
empty.  The surrounding community is overwhelmingly comprised of senior 
citizens, and poverty and hunger are rampant.  To better serve the needs of the 
community, the Board of the nonprofit converts the facility into a combination 
senior center, soup kitchen, and food pantry.  What was previously an empty 
youth athletic facility is now a thriving community center providing life-sustaining 
assistance to hundreds of members of the community every single day.  Did the 
Board act properly?

☐ Yes
☐ No 
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Question 2

There are 7 directors on the Board of a nonprofit.  The Bylaws of 
the nonprofit provide that any Board action can be taken without a 
meeting if 6 of the 7 directors consent in writing to the action.  The 
Board would like to approve an expenditure that had been 
discussed in detail at the prior Board meeting.  6 of the 7 directors 
consent to the expenditure in writing.  Is the consent effective?

☐ Yes
☐ No
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Question 3

The Bylaws of a nonprofit organization provide that a director on the 
Board can give his/her proxy to an individual so that such individual 
can vote in the director’s stead at a Board meeting.  Jane provides 
her proxy to Peter (who is also a Board member) in writing.  Is the 
proxy effective?  Can Peter exercise Jane’s vote at the Board 
meeting? 

☐ Yes
☐ No
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Question 4

The Bylaws of a nonprofit provide that any action that could be 
taken at a meeting of the Board can be taken instead by unanimous 
consent via email in lieu of a meeting.  Is such a unanimous email 
consent a valid Board action?

☐ Yes
☐ No
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Question 5

Director Dave resigns from the Board with 2 years remaining on 
his 3 year term.  The Board votes to appoint Director Don to fill 
the vacancy for the remainder of Director Dave’s term.  Is this 
proper and valid?

☐ Yes
☐ No
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TRAPS FOR THE UNWARY

The Most Fundamental Trap & Unpleasant 
Surprise Has 2 Parts:

Part 1: Directors & Officers of Nonprofits have 
Legal Duties (often referred to as  
Fiduciary Duties).

Part 2: There can be Personal Liability to 
Directors & Officers for Breaching these 
Legal Duties.



3 Fundamental Legal Duties of a Nonprofit 
Director Under New York Law:

Duty of Care

Duty of Loyalty

Duty of Obedience
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Duty of Care:

A director must act in good faith using the degree of
diligence, care and skill that a prudent person would use
in a similar position and under similar circumstances.

•Oversight function.

•Requires familiarity with the organization’s finances
and activities and regular participation in its governance.

10



Duty of Loyalty:

A director must act in the interest of the
organization.

•Requires undivided allegiance to the 
organization’s mission when using the power 
of his/her position, or information concerning 
the organization or its property.

•Conflicts of interest; related party transactions.

11



Duty of Obedience:

 Least understood and most often neglected of the 3
primary legal duties

 Why? The other 2 primary legal duties exist in the
for-profit world, but the Duty of Obedience is
strictly a not-for-profit law concept

12



What is the Duty of Obedience?

 to insure that the organization complies with
applicable laws and regulations and its internal
governance documents and policies

• Compliance with applicable laws and regulations
is even more difficult than it sounds

• Multiple layers of laws and regulations

13



Duty of Obedience - Compliance with Internal Governance Documents and 
Policies:

 Certificate of Incorporation

 Charter from New York State

 The document that creates the corporation and gives it the authority to exist 
and operate under state law

 Contract between the organization and the State

 Corporate Purposes are set forth in the Certificate of Incorporation

14



 Potential Personal Liability of Board 
Members for failure to strictly adhere to 
corporate purposes

 A diversion from corporate purposes no 
matter how worthy is a breach of fiduciary 
duty. 

15
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Here is a specific trap that nonprofit directors & officers often fall 
into:

The first document in your organization’s history is – quite literally 
– the Certificate of Incorporation.

Nonprofits very often file it with the Department of State, and then 
file it away, believing it is not relevant to their day-to-day 
operations.

This is a terrible mistake – and can be a very costly one.

As we have seen, the corporate purposes of every nonprofit are 
located in the Certificate of Incorporation, and failure to strictly 
adhere to those purposes exposes the individual directors & 
officers to personal liability for breach of duty. 
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Answer to Question 1 

A nonprofit called “The Neighborhood Community Center” was formed in 1940 
for the following purposes:  “to operate a gym, clubhouse and athletic filed for 
the use of youth in the surrounding community.”  Over the generations, the 
demographics of the community have changed dramatically.  There is no 
longer a significant population of youth to utilize the facility.  The youth athletic 
facility is empty.  The surrounding community is overwhelmingly comprised of 
senior citizens, and poverty and hunger are rampant.  To better serve the 
needs of the community, the Board of the nonprofit converts the facility into a 
combination senior center, soup kitchen, and food pantry.  What was 
previously an empty youth athletic facility is now a thriving community center 
providing life-sustaining assistance to hundreds of members of the community 
every single day.  Did the Board act properly?

☐ Yes
 No amendment possible but quasi cy pres issues; 

director liability
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Answer to Question 1 continued:

Potential director liability

The law does provide a very specific set of procedures 
that can be followed to address the situation:  amend your 
Certificate of Incorporation to change your corporate 
purposes

These procedures are not without their own complexities

 Charitable nonprofit requires Attorney General  
approval to amend its purposes

 Quasi cy pres doctrine



Bylaws:

Contract between the organization and the Board (and members, if 
applicable) as to how the organization will operate

Not filed with or reviewed by the State – so amendments can be too easy!

Bylaws are rules by which legitimate corporate decisions are made

Following the rules is a roadmap to protect directors from breach of 
fiduciary duty allegations
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 Potential Personal Liability of Board Members

 Always follow the roadmap that your Bylaws provide!

 Make sure that your Bylaws are consistent with the Not-for-Profit 
Corporation Law of the State of New York! 

 Bylaws should be drafted by an attorney; no changes except 
by an attorney 

 Failure to strictly adhere to requirements of Bylaws, or having 
Bylaws that are inconsistent with the law, is a breach of the Duty of 
Obedience.  Consequences can include undermining the validity of 
corporate decisions and actions.

 Governance mistakes in these areas are another potential trap for 
nonprofit directors & officers
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Answer to Question 2

There are 7 directors on the Board of a nonprofit.  The Bylaws of the 
nonprofit provide that any Board action can be taken without a meeting 
if 6 of the 7 directors consent in writing to the action.  The Board would 
like to approve an expenditure that had been discussed in detail at the 
prior Board meeting.  6 of the 7 directors consent to the expenditure in 
writing.  Is the consent effective?

☐ Yes
 No Statute mandates unanimous consent
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Answer to Question 3

The Bylaws of a nonprofit organization provide that a 
director on the Board can give his/her proxy to an individual 
so that such individual can vote in the director’s stead at a 
Board meeting.  Jane provides her proxy to Peter (who is 
also a Board member) in writing.  Is the proxy effective?  
Can Peter exercise Jane’s vote at the Board meeting? 

☐ Yes
 No Directors can never give a proxy
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Answer to Question 4

The Bylaws of a nonprofit provide that any action that could 
be taken at a meeting of the Board can be taken instead by 
unanimous consent via email in lieu of a meeting.  Is such a 
unanimous email consent a valid Board action?

 Yes But need attention to detail and formality –
unambiguous consent

☐ No
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Answer to Question 5

Director Dave resigns from the Board with 2 years remaining on 
his 3 year term.  The Board votes to appoint Director Don to fill 
the vacancy for the remainder of Director Dave’s term.  Is this 
proper and valid?

☐ Yes
 No Under NPCL mandatory provision, Board can 

only fill vacancy until next annual meeting.
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Risks of governance mistakes in these areas:

 Board decisions can be challenged as 
illegitimate

 Breach of duty & personal liability
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CONFLICT OF INTEREST POLICY

Prior to July 1, 2014 New York nonprofits were not even required to 
have a Conflict of Interest Policy.
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As of 7/1/14:

 Every New York nonprofit must have a Conflict of Interest Policy.

 Not just any Conflict of Interest Policy will do.

 In fact, the sample Conflict of Interest Policy promulgated by the 
IRS is unquestionably inadequate and deficient under New York law 
– and a violation of the New York statute.

 What New York nonprofits are required to have in place is a Conflict 
of Interest Policy that complies with the very detailed and 
demanding requirements of New York law.
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More potential traps:

Conflicts of interest are bad by definition.  We can’t be 
involved with any situations where Board members or 
officers have conflicts.

 WRONG
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 We have a great Conflict of Interest Policy.  It was written 
by a lawyer.  Don’t worry.

 WORRY 

The standard is not that it is a great policy or that it was 
drafted by a lawyer.  The standard is that it complies 
fully with the meticulous procedures and 
requirements of New York law.

•It is a violation of the law and a breach of the 
fiduciary duty of every Board member and every 
officer if the policy does not fully comply.
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 We have a great Conflict of Interest Policy.  It was written by a 
lawyer.  And it complies fully with New York law.  So REALLY don’t 
worry!

 WORRY

It is not enough to have a perfect Conflict of Interest Policy.  
Many nonprofits have perfect Conflict of Interest Policies but 
they don’t maintain the governance discipline to carefully 
comply with all of the demanding requirements and 
procedures.  And then the perfect Conflict of Interest Policy 
does not bail you out.  

• Failure to comply is still a breach of the fiduciary duty of 
every Board member and every officer.
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Just a taste of some of the detailed Conflict of Interest 
requirements and procedures:

• Disclosure pre-election; annually; and at the time any 
conflict arises

• Broad scope:  entities; relatives

• Different levels of conflicts with different procedures

• Heightened procedures for financial conflicts, 
including magic words



32

We have seen that nonprofit law can be both hyper-technical and 
counterintuitive.

Potential Trap:  

Yes, it is a good thing to have lawyers and accountants on your 
nonprofit’s Board.

o Training

o Skill set

o Issue Spotting
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Dangerous to rely on professionals who don’t specialize in the 
nonprofit sector to have the knowledge to navigate through these 
hyper-technical and counterintuitive legal requirements.

 A very large part of my practice is devoted to cleaning up 
what well-meaning but unprepared lawyers and 
accountants have screwed up.
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Another Trap:

 Compartmentalizing in relationship 
between nonprofit and its professionals
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UPDATE ON MAY 2017 AMENDMENTS

 Touching on only some of these amendments

 These amendments were targeted particularly at 
addressing some of the most egregious practical 
difficulties and unintended consequences of 
the Revitalization Act Conflict of Interest & Related 
Party Transaction provisions.
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Actual example of how these provisions could have unintended 
consequences:

 Auto Dealers Advertising Association

 Every significant decision was a related party 
transaction

Nonprofits in general

 Many small and insignificant transactions that would not 
ordinarily be reviewed by the Board triggered the related 
party transaction provisions and Board procedures and 
requirements of the statute
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The amendments, effective May 27, created appropriate 
carve outs from the definition of “related party transaction” 
so that the onerous procedures and requirements are not 
triggered.  The following types of transactions are now 
carved out of what would constitute a related party 
transaction:
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 what are referred to as “de minimis transactions” 
(limited monetary value); this is not defined, so we need 
to proceed with caution here

 transactions that would not customarily be reviewed by 
a Board in the ordinary course of business and are 
available to others on the same or similar terms

 a benefit provided to a related party solely as a member 
of the class of beneficiaries that the nonprofit benefits 
as part of its mission, provided that the benefit is 
available to all similarly situated members of the same 
class on the same terms.
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 The amendments also eliminate the requirement that 
conflicts of interest be handled by Board members that 
meet the demanding statutory definition of an “independent 
director.”

 Still required to have exclusively disinterested directors 
handling conflicts.

 This was previously an area that tripped up many 
nonprofits.

Make sure that your Conflict of Interest Policy is amended 
and updated by a qualified attorney to take advantage 
of these favorable changes.
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A couple of other significant changes in the May 27 
amendments:

 There is now a process where – under limited and 
specified circumstances – a related party transaction 
that was not handled properly can be retroactively 
approved (“ratified”).

 Not a “get out of jail free card,” but an important 
tool to remedy inadvertent violations.
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The amendments made it easier to form and populate Board committees.

 Make sure that your Bylaws are amended and updated by a 
qualified attorney to take advantage of these favorable changes.

 Committees are a very technical area of the law, fraught with 
traps for the unwary.

 Many nonprofits are unaware of the technical requirements for 
committees, don’t follow them, and the result is breach of duty by 
the Board and officers and potential exposure to personal liability.
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 The May 27 amendments removed the provision in 
the law that volunteer members of advisory 
committees who are not themselves directors or 
officers have the same fiduciary duties and the same 
potential liability as officers of the corporation.
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REVIEW/AUDIT THRESHOLDS

Reminder – effective July 1, 2017, the 
threshold increases for an audit by an 
independent CPA for organizations 
required to register and report to the 
Attorney General:



Gross Revenue and Support
• Up to $250,000   No Audit or Review Required

• At least $250,000 but not more than $750,000    CPA Review

• More than $750,000   CPA Audit
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Review/Audit Thresholds - Effective July 1, 2017
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Employee Benefits Update:
ERISA Plans and the Burdens Imposed Upon Fiduciaries



ERISA Plans & Key Players

Plans
• Generally, ERISA-covered plans include employee 

benefit plans such as retirement or welfare plans, 
funds, or programs that are established or 
maintained by an employer or by an employee 
organization. 

• ERISA’s fiduciary rules also apply in the case of 
certain commingled investment vehicles (such as 
private equity funds or hedge funds) to the extent 
they are deemed to hold ERISA plan assets. 



ERISA Plans & Key Players

Key Players
• Plan sponsor 
• Named fiduciary
• Trustee
• Plan administrator (typically employer/plan 

sponsor if plan is individually designed, 
single-employer plan) 



Fiduciaries

• Key to determining whether a person/entity is a 
fiduciary is whether they exercise discretion or control 
over the plan.

• Generally, fiduciaries include:
– Plan sponsor 
– Administrator, including employer 
– Third party administrators 
– Trustees 
– Employees who exercise discretionary authority over 

administrative functions
– Investment manager
– Investment advisers
– Others who performs a fiduciary function 



Fiduciary Duties

• Exclusive loyalty:  
– Must act for exclusive purpose of providing 

benefits to participants and beneficiaries, and 
paying reasonable plan expenses.



Fiduciary Duties

• Prudent person:  
– Must act with the care, skill, prudence, and 

diligence under the circumstances that a prudent 
man acting in like capacity with who is familiar 
with such matters would use.

– Prudence is required in selecting other fiduciaries 
such as investment managers

– When evaluating prudence exercised by 
fiduciary, courts focus on procedure over merits 
of decision (not wanting to second-guess 
judgment).



Fiduciary Duties

• Duty to diversify plan’s investments:  
• Administer plan in accordance with plan 

documents. 



Fiduciary Duties

• Avoid prohibited transactions. 
– Sales, exchanges, leases between plan and a 

party in interest
– Loans or extensions of credit between plan and a 

party in interest
– Furnishing of goods, services, or facilities 

between the plan and a party in interest
– Transfer or use of plan assets for the benefit of a 

party in interest
– Acquiring employer securities or real property in 

violation of ERISA



Limiting Liability of Fiduciaries

• Options for limiting liability include:
– Shifting responsibility for investment decisions to participants 

under safe harbor for participant-directed plans
• To come within safe harbor, must:
• Allow participants to direct investment of their accounts
• Offer participants a broad range of investment alternatives 
• Meet certain disclosure requirements

– Adopting plan provisions to limit liability for a named fiduciary (to 
extent not considered an impermissible exculpatory provision)

– Allocate fiduciary responsibilities among named fiduciaries, 
and/or

– Authorize named fiduciaries to delegate fiduciary responsibilities 
to others, except in each case with respect to trustee 
responsibilities



Limiting Liability of Fiduciaries

• Obtaining fiduciary liability insurance 
coverage

• Arranging for indemnification by third parties



Penalties Under ERISA

• Criminal penalties
– Any individual or entity that willfully violates written plan 

document requirement may be subject to fine of $100k or 
10 years prison. If fine is imposed on company, can be up 
to $500k.

• Fines
– Plan administrator can be fined up to $110 per day per 

participant for failing to provide copy of written plan 
document or SPD within 30 days of request.

• Excise taxes
– Two tiers of excise taxes on “disqualified persons” who 

engage in prohibited transactions with respect to tax-
qualified plans or IRAs.



Employment Law Update
Minimum Wage, Paid Family Leave and 
New York City’s Freelance Isn’t Free Act

2017 and Beyond



New York State’s
Minimum Wage Increases

• As part of the 2016-17 NY State Budget, the 
Legislature enacted a “Statewide $15 
Minimum Wage” Plan



General Minimum Wage Rate Schedule
Location 12/31/16 12/31/17 12/31/18 12/31/19 12/31/20 2021*

NYC- Big 
Employers

(of 11 or more)

$11.00 $13.00 $15.00

NYC- Small 
Employers
(10 or less)

$10.50 $12.00 $13.00 $15.00

Long Island & 
Westchester

$10.00 $11.00 $12.00 $13.00 $14.00 $15.00

Remainder of 
New York 

State Workers

$9.70 $10.40 $11.10 $11.80 $12.50 *



New York State’s
Minimum Wage Increases

• Under the NYS Plan, minimum wage 
increases faster in and around New York City 
than it does in the rest of the state

• New York’s focus on the ensuring people 
earn a “living wage” is admirable, but will 
stress downstate businesses – especially 
not-for-profits



Practical effect of the Statewide 
$15 Minimum Wage Plan”

• Increased cost of labor is obvious
• Organizations that rely on fewer, harder 

working employees will be hardest hit
– Need to increase payroll
– Emphasis on spreading work around to more 

employees
– Overtime may become cost prohibitive



Example:

• Patty’s NFP currently employs 10 people, each 
earning minimum wage

• Each of Patty’s employees works an average of 60 
hours per week

• Currently, that labor costs the NFP $7,000 per week
• Once Min. Wage hits $15, that cost jumps to 

$10,500 with $4,500 in OT
• Now Patty’s NFP is forced to spend time and 

resources recruiting more employees so that she 
can avoid OT and save $1,500 per week



Is there a solution?

• Unlikely that the increases will be repealed –
public support for working families

• Need for a creative solution
• Tax credits for NFP affected by increased 

minimum wage?
– Diffuses effect on employers
– Helps keep jobs in this area – and the good work 

they do for our residents
• Internships are not the solution



Paid Family Leave

• What is it? It’s job protected, paid leave to
– Bond with a child
– Care for a loved one with serious health 

condition
– Provide time off to family members of active 

military personnel



Paid Family Leave

• Eligibility
– For employees of all private employers with 

more than 1 employee
– Must work 20 or more hours for at least 26 weeks
– Or less than 20 hours for at least 175 days
– Exemption for seasonal employees (with signed 

waivers)



Paid Family Leave

• Maternity/Paternity
– Allows up to 8 weeks for parents to bond with 

children
– Can be triggered by natural birth, adoption, or 

foster care placement
– Cannot be used for pre-natal care



Paid Family Leave

• Care of Loved One
– Only triggered by “serious” health conditions
– Spouse, domestic partner, child, parent, parent-

in-law, grandparent, grandchildren
– Cannot be used to care for your employee’s own 

serious health condition



Paid Family Leave

• Active Duty Deployment
– Triggered by deployment of employee’s spouse, 

domestic partner, child, or parent
– Allows employee time to assist with family 

responsibilities in service member’s absence
– Cannot be used for employee’s own military 

leave



Paid Family Leave

• How to take Paid Family Leave
– Must be taken in full day increments
– Employee can take it all at once or intermittently
– Two different reasons for PFL doesn’t double the 

amount of time you can take
• Spouses that work for the same 

company/organization cannot take PFL at 
same time



Paid Family Leave

• Economics of Paid Family Leave
– Both the length and economic benefit of PFL is 

being phased in
– Length of Leave

• 2018 – 8 Weeks
• 2019-20 – 10 Weeks
• 2021 and beyond – 12 Weeks



Paid Family Leave

• Both the length and economic benefit of PFL 
is being phased in
– Percentage of Salary Paid

• 2018 – 50%
• 2019 – 55%
• 2020 – 60%
• 2021 – 67%
• *All benefits capped at 67% of the NYS avg. weekly 

wage



Paid Family Leave

• Who is Paying For This?
– Fully funded by employees
– Weekly contribution of 0.126% of employee’s 

weekly salary
– Capped at NY State’s avg. weekly wage of 

$1,305.92
– Equals a maximum payroll deduction of $1.65
– Will be adjusted every July 1



Paid Family Leave

• Employer’s Responsibilities
– Notify employees about Paid Family Leave –

Ensure you have proper postings
– Start taking payroll deductions on or after July 1, 

2017
– Add a Paid Family Leave policy to your 

employee handbook



Paid Family Leave

• Employer’s Responsibilities
– Accept our new reality

• Process all requests for PFL within 3 days
• Grant conditional leave for immediate situations
• Put contingencies in place
• Don’t retaliate against employees taking PFL



New York City’s
Freelance Isn’t Free Act

• Currently affects only those non-profits that 
operate within the city limits

• Is of note to all because the City can be a 
bellwether for the state

• Requires Employers to enter into written 
contracts with all “freelance workers” 
(independent contractors) hired to perform 
services valued at $800 or more



New York City’s
Freelance Isn’t Free Act

• What is a freelance worker?
– “Any a natural person or any organization composed of 

no more than one natural person, whether or not 
incorporated or employing a trade name, that is hired 
or retained as an independent contractor by a hiring 
party to provide services in exchange for 
compensation,” excluding certain sales 
representatives, legal practitioners and medical 
professionals. 

– “Hiring Party” covers all persons (which includes 
corporations) who retain freelancers to provide any 
service, excluding federal, state, local and foreign 
governments.



New York City’s
Freelance Isn’t Free Act

• Written Agreement must set forth:
– Services to be provided
– Compensation to be paid
– Date that payment is due/Conditions that 

determine that date



New York City’s
Freelance Isn’t Free Act

• Violations of the Act
– Unlawful Payment Practices

• Failure to pay freelancer for work completed
• Payment must be made at the time agreed or no later 

than 30 days after the work is completed
• Company cannot renegotiate fee after work completed
• “Work Completed” has no statutory definition, so 

companies should be especially careful in creating a 
definition in the written agreement

• Statute of limitations is 6 years
• Freelancer can recover 200% damages, attorney’s fees, 

costs, injunctive relief and other such remedies as may 
be appropriate



New York City’s
Freelance Isn’t Free Act

• Violations of the Act
– Retaliation

• Hiring parties may not deny freelancers work 
opportunities or otherwise 
– 6 year statute of limitation
– 100% damages



New York City’s
Freelance Isn’t Free Act

• Pattern or Practice Violations
– In addition to private freelancer remedies
– Brought by NYC Corporate Counsel
– Accuses hiring party of engaging in pattern or 

practice of violating the act
– Imposition of civil penalties of up $25,000 paid in 

to the general fund of NYC
– Injunctive relief also available



New York City’s
Freelance Isn’t Free Act

• What does it mean for Not-For-Profits
– Requires you examine the geographic scope of 

your work
– Have a professional prepare form contracts for 

retention of freelancers
– Carefully consider what value you’re willing to 

pay for the freelancer’s services 
• No ability to renegotiate
• Unclear if you can renegotiate even if the work is late, 

etc.



Questions?
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Nonprofit Update
Surviving a Government Audit

June 29, 2017



Goals

To help you to understand the audit process

What regulators are focusing on (Based upon your 
funding)

Examples of government audits

Discussion of resources available to assist with 
compliance
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Why Does the Government Perform Audits

To ensure compliance with rules and regulations

To ensure quality of service and reporting

To ensure funding streams are properly monitoring 
providers

To recoup funds

3



What Triggers an Audit

 Mandated by government regulations

 Self-reported/Whistle blower (qui tam)

 Late filed cost reports

 Inconsistencies in reporting

 Poor monitoring by funders (SED-4410 and OASAS – Depreciation)

 Level and type of funding

 Last time audit occurred

 Programmatic compliance

 Justice Center incidents

 Luck of the draw
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Important Concepts of an Audit
 Risk-based

 Inherent vs control
 Focus on areas of greater risk

 Often black and white
 Either fully compliant or not; no in-between
 Lack of compliance often results in recoveries

 Perception is important
 Good control environment
 Knowledgeable of business and industry
 Ability to turn information around quickly (accessibility)
 Files are neat, orderly, and consistent
 Board governance

 Documentation is paramount
 If it isn’t documented it didn’t happen
 Needs to be compliant with regulations 5



How You’re Funded Impacts Your Audit
Three types of funding:
• Cost based reimbursement (deficit funded contract)
• Fee based rates
• Performance based contracts

 Cost Based
 Principally expenditure driven audits
 Do you have proper support for the expenditure (invoice, bids and quotes, 

proof of service, delivery, etc.
 Are you aware of what’s allowable and non-allowable (e.g. appendix X of the 

CFR claiming manual, the RCM – SED funded agencies)
 Are costs being properly allocated between entities and between programs.  

What sort of support do you have to substantiate
 Do you have an allocation policy/documented methodology

 Is there duplication of effort and inefficiencies
 How are you handling related party transactions (expense limited to actual 

allowable costs of related party) 6



How You’re Funded Impacts Your Audit
 Fee Based

 Principally compliance driven audits, focused upon revenue generated from 
funding source

 Looking to see that providers are properly billing for the services they 
provided, and all required documentation is included

 Funders have published guidance regarding documentation that outlines the 
regulations that providers must follow.  Failure to comply, could result in 
government recoupments 

 Important that you monitor changes in regulations so that you can ensure 
that you implement these changes quickly

 Stalk reports issued by agencies that audit your funding streams to stay on 
top of what they are looking at

 Performance Based
 Interested in how you measure and document your compliance with the 

performance measurements outlined in the contract
 What is your tracking mechanism
 How are you defining the threshold to meet 7



Preventive Strategies
 Learn from Other’s Mistakes – look up reports issued of audits and results 

of monitoring reviews by your government funding agency (e.g. OSC, 
OMIG, HUD, SED, etc.)

 Review their monitoring tool checklists used to perform audits and 
perform self-audits (some agencies have self-assessment checklists 
already prepared)

 Sign Up for Updates and any Listserv’s to receive the most up-to-date 
info on regulations and any changes

 Join group organizations such as the Interagency Council (IAC) and The 
Coalition for Behavioral  Health

 Create a Quality Assurance (QA) department responsible for performing 
periodic reviews to ensure compliance with programmatic goals

 Consider having an Internal Audit assessment to ensure compliance with 
fiscal reporting and drawdowns (also can consider having your external 
auditor perform deeper internal controls testing)
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What Auditors Find
Lack of written policies/procedures for purchases

Missing Patient/Client Records

Lack of proof of need for services

Lack of written policies/procedures describing ineligibility criteria

Missing/late Evaluations

Charging ineligible expenses

Lack of proper documentation/inappropriate allocation methodologies

 Improper time entry recording

Exceeding percentage of administrative costs per grant/contract

Drawdown rates are not within contract percentage

Staffing levels not consistent with the grant agreement

Lack of procedures for reporting and following up on critical incidents

Confidential information is not kept secured and protected
9



Audits – They Can Bite

 OASAS (June 8, 2016)
 Found $2.7 million of inappropriately charged depreciation – proposed recoupment
 Focused on depreciation charged within the drug and alcohol program

 New York Agency (February 28, 2014)
 $661,793 of proposed recoupments
 Did not follow required purchasing guidelines
 Did not get OASAS pre-approval for required expenditures
 Provided staff bonuses that were not merit based (OASAS regulations are silent)
 Benefits were accrued but not paid
 Non-allowable costs (e.g. bad debts)
 Underreported program revenue

 New York Agency (April 24, 2013)
 Reviewed approximately 4% of expenses
 $455,008 in findings
 Bid documents not properly obtained
 Executive fringes charged to OASAS
 Improper allocation of costs
 Improper severance
 Underreporting of Medicaid revenue

10

OSC Findings – OASAS Agencies



OSC Findings – OCFS Agencies

 Buffalo (December 30, 2014)
 Proposed disallowance of $2.4 million
 Related party transactions (transactions with board involved companies)
 Lack of documentation
 Non-allowable costs (e.g. staff food, flowers, car allowances, etc.)

11

 New York (December 9, 2016)
 Proposed disallowance of $493,000
 Improper allocation of shared space costs
 Lobbying activities
 Unsupported expenditures
 Improper vehicle costs (lack of logs)

OSC Findings – OPWDD Agencies

Audits – They Can Bite



OSC Findings – OMH Agencies
 New York (December 30, 2016)

 Proposed disallowance of $368,000
 Improper allocation of parent costs
 Lack of support for expenditures
 Pension costs
 Non-allowable/excessive costs (training)

 New York (December 30, 2016)
 Proposed disallowance of $698,000
 Management level benefits
 Non-allowable costs (staff parties)
 Unsupported expenses

12

Audits – They Can Bite



OSC Findings – SED Agencies
 New York (March 29, 2017)

 Proposed disallowance of $5.8 million
 Duplicative management charges (part of management fee and charged 

separately)
 Improper charging of salaries to wrong program (1:1 aides)
 Improper bonuses (not performance based)
 Missing documentation
 Non-allowable costs
 Duplicative Services

 New York (January 3, 2017)
 Proposed disallowance of $242,000
 Misallocation of costs between entities/programs
 Non-allowable costs
 Unsupported costs
 Improper vehicle logs to support expenses

13

Audits – They Can Bite



OMIG Findings
 Bronx Agency (May 2014)

 150 claims reviewed (less than 1/10 of 1 % of all claims)
 17 errors noted - $1,303.75 of findings
 $1,334,112 extrapolated error

 Westchester Agency (January 2014)
 100 claims reviewed (slightly more than 1/10 of 1% of all claims)
 7 errors noted - $539.21 of findings
 $481,908 extrapolated error
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Audits – They Can Bite

HUD Findings
 Monmouth County, New Jersey (June 2017)

 $2.8 million stolen
 Falsified records of services provided
 Provided ineligible services
 Maximum punishment of 10 years prison and fine 

of either $250,000 or twice the loss suffered by 
any victims, whichever is greatest.



Keep in Mind
 Keep lines of communication open with field office

 Keep copies of all communication to support 
responses

 Develop formal quality assurance protocols and 
document work performed (audit checklist)

 Use findings as a learning experience for your staff

 Regular reporting should occur to your Board

 Keep abreast of procedural changes dictated by the 
funding agency and make sure you communicate 
them timely to your staff

15



Keep in Mind
 Make sure job descriptions, position title codes, 

organizational chart, and what staff are doing are all 
aligned

 Have formal allocation methodologies in place 
(between entities and between programs)

 Internal controls and oversight are important

 Stay abreast of funding source audit protocols and 
stalk audit reports
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Resources Available
 OASAS has regulatory compliance site review instruments and has a self assessment 

document you can complete to identify areas of noncompliance and control deficiencies
 https://www.oasas.ny.gov/mis/forms/pas/documents/PAS-106.pdf

 The OMIG has several audit protocols and self-assessment tools for various programs 
 https://www.omig.ny.gov/audit/audit-protocols

 Veterans Affairs Supportive Services for Veteran Families has a system assessment and 
improvement toolkit
 https://www.va.gov/HOMELESS/ssvf/docs/SSVF_System_Assessement_and_Improvement_Too

lkit_Revised.pdf

 Office of the NYS Comptroller lists audit reports for various programs and has guidelines 
for understanding the audit process.
 https://www.osc.state.ny.us/audits/index.htm
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Resources Available
 HUD has a monitoring handbook to provide updated guidance for monitoring programs 

for compliance with the grant.
 https://portal.hud.gov/hudportal/HUD?src=/program_offices/administration/hudclips/han

dbooks/cpd/6509.2

 SED has its Reimbursable Cost Manual (RCM) that outlines the regulations SED funded 
agencies must follow.
 http://www.oms.nysed.gov/rsu/Manuals_Forms/Manuals/RCM/home.html

 OMH has guidance surrounding various OMH programs including internal control best 
practices.
 https://www.omh.ny.gov/omhweb/bootstrap/financial-information.html

 OPWDD has guidance surrounding various OPWDD funded programs, as well as audit 
guidelines providers can use
 https://opwdd.ny.gov/opwdd_regulations_guidance/audit_protocols/home
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Thank You

 Kenneth Cerini, CPA, CFP, Partner
Cerini & Associates, LLP
P: 631-582-1600x203
E: kcerini@ceriniandassociates.com

 Shari Diamond, CIA, Director Internal Audit
Cerini & Associates, LLP
P: 631-582-1600x243
E: sdiamond@ceriniandassociates.com

19

Connect with us:




