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Bringing a Unique Understanding of Key Issues Facing Public School Districts
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From the Editor - Shari Diamond, CIA
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BEST PRACTICES

elcome to the Fall 2020 edition of the Lesson Plan, the newsletter designed specifically to provide
information and address issues facing public schools.

I probably should start off by saying “Welcome to the twilight zone.” Normally, I am looking forward to
enjoying the fall season with the cooler temperatures, the beautiful colors the trees turn, apples and of course
apple pie, and the many holiday celebrations. Normal would be nice now. It’s been anything but. The summer
was a blur. It’s hard to imagine the traditional back-to-school assignment “Write about what you did over the
summer” was a hit this year.
I admit that seeing students, especially very little ones, wearing masks as they stood waiting for the bus, was
jarring. Almost like something out of a sci-fi movie. But in looking at many of the school’s websites, you will
see loads of photos of students and staff, all wearing masks, doing various school activities, and yes; you can
still tell that they are smiling!
Schools have demonstrated that they can adapt, but it was quite a challenge to implement all the changes
needed; and unfortunately, the challenges continue to mount. Cybersecurity and ransomware attacks are on
the rise as savvy hackers take advantage of the push to get laptops in the hands of every student, betting that
vital security patches were not implemented. Purchases for personal protective equipment (PPE) to comply
with new health and safety protocols have increased causing issues with supply and demand and meeting the
school budget. And of course, the looming 20% reduction in State aid has yet to rear its head.
We hear you. Inside, we talk about beefing up your cybersecurity framework, examining ways to maximize
revenues, improving efficiencies in accounts payable operations, and tips for reducing the risk of fraud when
performing wire transfers and direct deposits. The key takeaways are being diligent when working virtually
and working together to minimize risks.
Special thanks to Nicholle Mezier for the fabulous picture of her son.
Wishing everyone well and a much better 2021.
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n April 2, 2020, Governor Cuomo announced
that the Fiscal Year 2021 State budget includes a
permanent mandatory paid sick leave program. The
State legislature passed the budget immediately thereafter,
and Governor Cuomo signed the bill on April 3, 2020.
The legislation will take effect 180 days after signing,
on September 30, 2020.
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►Provide training: this cannot be stressed enough. Make

sure staff and teaching professionals are trained on how to
properly set up a Zoom meeting and protocols for blocking
would-be Zoombombers.

►Make sure users, especially student, are required to have
a password to get into the meeting or virtual classroom.

►Don’t use personnel meeting ID for public meetings. For

Some highlights of the permanent paid sick leave program
are as follows:

public meetings, always schedule new meetings with
randomly generated meeting ID. This way only invited
participants will have the logon info.

►Employers with fewer than five employees and a net

►Make users enter the waiting room area and only let in

fewer than five employees and net income of more than
$1 million, must provide workers with up to 40 hours paid
sick leave annually.

those that you invited.

►Ensure that only the host can share their screen – you

can always change the setting to allow others to share their
screen after the Zoom meeting/class has started.

►Employers with 100 or more employees must provide
workers with up to 56 hours of paid sick leave per year.

►The paid sick time accrues at a rate of at least one hour per
every 30 hours worked.

►The sick leave time is available for use for:
Mental or physical illness.
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income less than $1 million must provide workers with up
to 40 hours of unpaid sick leave per year.
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oom has been around for some time but with the
need to work virtually, using this application has
provided an effective way to communicate both in
the corporate and education sector. Unfortunately, some lax
security practices allowed intruders to intercept the video
meetings, often inserting offensive and obscene content,
creating a new phrase “zoombombers.” Here are some tips
to reduce the risk of being “bombed” and ensuring your
meeting is secure.

Seeking services related to domestic violence, a sexual
offense, stalking or human trafficking.

It is important to note that while covered employers must
allow employees to begin accruing sick leave time beginning
on September 30, 2020, employees need not be permitted to
use accrued time until January 1, 2021. However, employers
may permit use of leave before that date if they so choose.
SHARI DIAMOND, CIA
PARTNER

How can hackers gain access? Let's dive into the
thought process from the hacker’s point of view! Can
I perform an email phishing campaign on the thirdparty IT vendor? Can I phish a student or a teacher/
professor to collect credentials to access the internal
systems? Do I have access to the email system or
cloud-based systems to capture and manipulate
traffic?
In response to these threats, NYS has adopted NYSED
Law 2D and many school districts are adopting the NIST
CSF framework to strengthen their cyber programs and
comply with the regulation. The safeguarding of data is
of utmost importance as regulatory fines and reputation
damage can bring unfortunate circumstances to any
organization. Data privacy and data management are
essential in protecting these critical assets.

WHY

NOW IS THE TIME TO ADOPT A

CYBERSECURITY FRAMEWORK FOR YOUR DISTRICT
I

n the interconnected world today, technology
is driving a digital transformation in Public
and Private sectors. Digital transformation is
the use of newer, faster, and frequently changing digital
technology to solve problems. It is about transforming
processes that were non-digital, or manual, to digital
strategies. One example of digital transformation is
cloud computing.

Do you think your school district is not a target that
can be compromised? Think again! Every organization
has data an attacker wants. An attacker could be an
employee or perhaps a bad actor. Remember attacks
like Target and Home Depot? Your school district
could be targeted for the information within your
district’s system or the potential access to the systems
of other agencies or vendors.

All school districts are in the midst of a digital
transformation today. As supply chain and third-party
vendors are candidates for cyber-attacks, it is essential
to prepare by implementing a repeatable cybersecurity
program to address risks. A repeatable cybersecurity
program includes, but is not limited to, an internal risk
management program and process and participation
with supply chains and third-party vendors. The
risk management program and processes reduce the
potential exposure of PII and PHI data.

Nowadays, public schools are prime targets, and
these are not WHAT-IF scenarios; they are WHEN
scenarios. What would a bad actor want from a school
district? The first thing that comes to mind is a list of
personal information about the student. Data obtained
can be used to exploit other systems and for social
engineering tactics. Desirable student data may be
stored in a system such as a Student Information System
or even in a simple Excel document. Would your IT
folks know if data was being exfiltrated? If the data is
not adequately managed, protected, and classified, an
employee or hacker could easily find and extract files.

Are cyber programs only about controls? No,
cybersecurity is an organizational evolution that requires
a cultural change from the top down. Adoption from
the school’s board of directors within the educational
system is necessary to adopt a cybersecurity program.
Creating a "See Something, Say Something" culture
throughout the school systems will bring cybersecurity
awareness to the forefront. The continual reinforcement
of cyber-hygiene will build a solid foundation of
security and awareness through the organization.
So how do school districts achieve the goal of NYSED
Law 2D compliance and achieve an acceptable
cybersecurity comfort level? To avoid overwhelming
districts, small milestones are set up along this roadmap
to take advantage of the current progress and continue
on the roadmap to success.

During the first process of knowing what you have,
the method of implementing a comprehensive asset
management program can become overwhelming.
Taking a holistic approach starts with identifying the
most critical assets, value streams, and data flows, and
applying cybersecurity measures to these essential
processes of the organization. For this to succeed,
staff from multiple departments must come together
to brainstorm and map out each strategy. A review
of the business processes may shed light on potential
inefficiencies and cybersecurity issues that exist.
Using a system to track the progress, such as the NIST
CIS 20 controls, can help guide the school district
through the process. Once the current and target
profiles are defined, a risk assessment will determine
what each school district needs to implement to reach
their target profile. Every educational ecosystem has a
different risk appetite that should be set forth from the
board of education and the current vs. target profiles
will determine the gaps in all systems and define the
remediation plan to be performed.
As each value stream and business process digitizes,
the protection of assets and training of students and
staff become highly important. The time is NOW to
start adopting a cybersecurity framework program in
your organization. Adopting the NIST CSF will guide
you through the cybersecurity evolution and lead you
on your way to a successful cybersecurity program.

FOR MORE INFO, CONTACT:

JOSEPH HOROWITZ

DIRECTOR OF AUDIT
STETSON CYBERGROUP
(631) 417-3500

MAXIMIZING REVENUE AND MINIMIZING COSTS:

BEST PRACTICES AND OPTIONS TO CONSIDER
S

chool districts across the State are faced with
increased expenses at the same time the State
is cutting aid. While it is still unclear how the
proposed 20% decrease in State aid is going to be
dispersed, it’s clear that there will be less revenue.
Districts who are very dependent on State aid have
already reacted by reducing staff. It is more important
than ever to assess where revenue streams can be
maximized and minimize large expenses.

►STAC process: Does your district have a sufficient
process in place for identifying high-cost students?
It is important to ensure the process is sufficient to
maximize aid.

►Vendors may have been tacking on extra charges
under “taxes and fees.” When was the last time a
review of these bills was performed? Remember,
these reviews cost the district nothing unless savings
is found.

►If the contracts do not specify which insurance
carrier must be used for retirees, consider insurance
carriers that can provide the same or better coverage
at a lower cost to the district.

TRANSPORTATION:
►Consider assessing the efficiency of current bus
routes, performing a ridership survey, and paying
parents to drive their children? There may be
potential consolidations or cost savings.

∆

Make sure your district includes McKinney-Vento
students in the STAC for State aid.

Consider setting up direct deposit for the
reimbursements.

►If your contracts don’t specify which insurance
carrier must be used for health benefits, try to keep
it that way. There are lower-cost providers out there
offering similar or better plans.
►Buy-back benefits:

Does your district offer different amounts for
declining single v. family coverage?
◊ Make sure there are proper procedures to ensure
the correct buy-back is paid to employees
( family or individual amount).
◊ Ensure employees requesting the buy-back are
entitled to receive such coverage on an annual
basis (dependents age out and people get
divorced) OR consider setting one buy-back
amount regardless of the coverage for which the
employee is entitled and eliminate the additional
annual verification.

►Payment method options: Consider having retirees
enroll in automatic pension deduction instead of
billing, tracking, and collecting such payments.

Generally, this option works if the retiree is paying
a percentage that is in 5% increments. This may
require amending the employee contract.
NYSHIP may be able to accommodate a different
percentage (e.g. 22%), but this is generally only
helpful if most of the retirees fall into this new
percentage category.

∆

Assess whether this incentive is beneficial for the
district.

∆

►Tuition billing: Districts can bill other districts for
non-resident tuition where applicable

ACTIVE EMPLOYEE HEALTH BENEFITS:

∆

► Medicaid: Has your district reassessed the Medicaid
population? See if the potential revenue from
reimbursable Medicaid eligible services outweighs
the cost associated with tracking Medicaid eligible
services.

HEALTH BENEFITS:

Retirees can be reimbursed annually, instead of
quarterly or bi-annually, for the prior year based
on the SSA-1099. This can increase efficiencies
and decrease the time and costs associated with
calculating and mailing these reimbursements.

∆

∆

Get more details from our article on maximizing
STAC revenue

►Medicare Part B reimbursements: Unfortunately,
these costs will always burden school districts due to
the Taylor Law, but to make these reimbursement a
little less painful:

∆

∆

Use actual self-contained class sizes and all eligible
costs ( fewer students and more costs means higher
cost per student)

RETIREE HEALTH BENEFITS:

∆

STUDENT SERVICES:

UTILITY CHARGES:
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WIRE TRANSFER &

DIRECT DEPOSIT SCAMS

VIRTUAL INVOICES AND

ACH VENDOR PAYMENTS
T

he pandemic hit school districts suddenly and forced
the closure of buildings. While many operations
came to a grinding halt, one thing continued: bills.
Having staff come into the district to set up the payables
and print the checks became a much more difficult task
to accomplish. It has become obvious that changes in the
vendor payment process were needed.
One change that many districts have started to embrace is
accepting invoices via email. Many districts have set up an
accounts payable email address that is accessible only to a
few staff responsible for receiving and processing invoices.
Setting some guidelines on how those electronic invoices
should be formatted is critical. Often, we have heard that
vendors do not put the correct purchase information on the
invoice, or the invoices are blurry and unreadable. Both can
significantly slow down the process for getting the payment
processed and cause a lot of stress on the accounts payable
staff. To reduce the risk of this occurring, it is best to
communicate via a letter to all vendors what the procedures
are for submitting invoices. This includes indicating the
method for submitting invoices and the required invoice
documentation (i.e. invoices should be computer generated
and readable, the purchase order number should be
referenced, and the detailed information that corresponds to
the terms listed in the contract/bid/quote).

Districts are also starting to issue vendor payments via ACH.
Some districts we work with have started issuing ACH direct
deposits for Medicare Part B reimbursements while others
have embarked on issuing payments to all vendors via ACH
in efforts to provide vendors with a more timely and efficient
method of payment. To implement this payment method, the
district would need the vendor’s bank information and would
have to ensure the vendor is notified when the transfer is
paid. Vendors should also receive an email of the invoices
that were paid. And of course, all vendor payments should
be reviewed and approved by your district’s claims auditor.
Given that we are still dealing with the virus, the need
to reassess current processes and develop ways to work
virtually is paramount, not only to ensure the safety of staff,
but to ensure business operations are not interrupted.
ALYSSA OCELLO
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October Is
CYBERSECURITY
AWARENESS
MONTH

do your part
#BeCybersmart

&
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W

ith more people working remotely, there has been
a dramatic increase in email scams trying to get
a payroll or accounts payable employee to wire
transfer money to a person impersonating another employee.
The impersonator often disguises him/herself as a CEO or
someone from top management. Any email where there is a
request to have money wired or to change the bank account
for a direct deposit should be handled with extra care and
diligence.
Often there are tell-tale signals that the email may be fake:

► Misspellings
► Grammatical Errors
► A heightened sense of urgency

For any changes to direct deposit, it is best to require a new
form with a voided check if possible. Even though the dollar
amount of a direct deposit fraud may not seem significant
enough to go through all the effort to create a fictitious
scheme, hackers have created automated systems to generate
fake emails in masse. All they need is a few to fall prey
per day. In addition, your IT department should indicate if
the email originated from an external sender. If someone’s
email was compromised, your system would detect that it
was received from outside the district’s email network and
that should be an immediate red flag. So, if you see an email
from your coworker and get the message below: STOP,
report this to your IT staff, and DO NOT CLICK anything
in the email.

► Request for personal identifiable information
► Threats with consequences (especially true if it is claiming
to be from your supervisor)

Do NOT hit reply. Instead, verify the authenticity of the
request by independently contacting the requestor. That
means creating your own email to contact the person. Even
better, go the old- fashioned route and call them using the
phone number on file, not the phone number that may be in
the email as the imposter may have changed that. Consider
even making a video call to confirm the identity of the
employee or requestor just to be safe.

While it would be best to have wire transfer requests and
changes in direct deposit be done in-person, this may not
be practical given the situation we are all in. A little extra
time and effort to confirm the request can save a lot of time,
money, and aggravation.
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